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Abstract

Sketches are approximate data structures critical to network traffic monitoring. They
are specifically designed for environments constrained by memory, enabling the main-
tenance of accurate statistics within a compact space. This efficiency comes at the
cost of estimation error that varies based on the workload encountered by the sketch.
Traditionally, sketch-based applications are optimized for average traffic scenarios,
and this assumption of standard patterns of network traffic introduces vulnerabilities,
as these applications may not be prepared for atypical or adversarial traffic patterns.
Manual testing for these vulnerabilities is time-intensive and often impractical due to
the vast range of possible traffic scenarios. In this paper, we introduce SketchProbe,
a novel system leveraging Reinforcement Learning (RL) to identify adversarial traf-
fic patterns in sketch-based applications. Unlike manual identification, SketchProbe
automates the discovery process, ensuring a thorough and efficient exploration of po-
tential failure modes. Our evaluation indicates that SketchProbe effectively identifies
critical scenarios that significantly impact the performance of sketch-based applica-

tions, which is valuable for improving the robustness of such applications.
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Chapter 1

Introduction

In the realm of network management and security, efficiently and accurately monitor-
ing traffic at high speeds is essential. Programmable switches have revolutionized how
networks handle traffic, introducing new levels of programmability while maintaining
line rate processing speeds.

Despite these advancements, the high operating speeds of these devices impose
significant processing and resource constraints. The swift pace at which data must
be processed often limits the amount of memory and computation available for each
packet, presenting a formidable challenge in sustaining thorough and precise net-
work monitoring. To navigate these limitations, approximate data structures have
been employed, striking a balance between resource efficiency and accuracy. These
data structures are critical for maintaining essential network statistics, which pro-
vide insights into traffic patterns, peak usage times, and potential security threats.
By producing estimates with acceptable error margins and utilizing minimal mem-
ory, these structures ensure effective operation within the constrained environment of
programmable switches, which is crucial in high-speed network settings.

Approximate data structures, such as sketches and hash tables, are optimized to

handle typical or expected traffic patterns efficiently. Normal traffic patterns generally



display a predictable and relatively uniform distribution of data, allowing these struc-
tures to estimate network statistics with minimal error. However, their performance
can significantly degrade under unusual or adversarial traffic patterns. Unusual or
abnormal traffic patterns can include sudden spikes in activity, highly skewed distribu-
tions of requests (where a few sources generate the majority of traffic), or deliberately
crafted sequences of data designed to disrupt normal operations. These conditions
can lead to hash collisions—a scenario where different data inputs are mapped to
the same index in the structure—resulting in inaccuracies and compromised data
integrity.

Adversaries might exploit these vulnerabilities by crafting traffic specifically to
induce hash collisions. For instance, by sending a flood of packets with spoofed IP
addresses that hash to the same index, attackers can significantly amplify estimation
errors. This manipulation can distort the perceived state of the network, making
it difficult for network managers to detect or mitigate issues effectively, leading to
potential security breaches or service disruptions. Such tactics underscore the im-
portance of designing approximate data structures that are robust not only under
standard conditions but also in the face of these adversarial scenarios.

In the work, we present SketchProbe, a system that aims to enhance the resilience
and security of network monitoring systems that utilize such approximate data struc-
tures, where the system can maintain accurate functionality and performance despite
unexpected or malicious traffic patterns and can protect against intentional manipu-
lations and attacks that aim to compromise data integrity or disrupt network oper-
ations. Given the complex variety of potential traffic patterns, manually identifying
and testing adversarial conditions is both impractical and inefficient. To overcome
this challenge, SketchProbe leverages Reinforcement Learning (RL) to automate this
process, significantly enhancing the security and performance of network monitoring

systems.



SketchProbe was designed to tackle the challenge of identifying adversarial traffic

patterns by utilizing the following strategies:

(1) Automated Exploration: SketchProbe automates the search process, efficiently
exploring a wide range of traffic scenarios beyond the capabilities of manual

methods.

(2) Time and Resource Efficiency: By using RL, SketchProbe minimizes the need for
extensive computational resources and the extensive trial and error associated

with manual testing, streamlining the discovery process.

(3) Enhanced Robustness: By pinpointing critical scenarios that could impact
sketch-based applications, SketchProbe aids in developing more resilient network

traffic monitoring solutions capable of withstanding adversarial conditions.

To validate that RL is a viable strategy for this network challenge, we conducted
a simplified test in an isolated network environment free from background traffic.
This setting allowed us to focus on the interactions between the RL agent and the
sketch-based applications, providing a proof of concept for SketchProbe’s capabilities.

Our evaluation in scenarios with realistic background traffic further demonstrates
the efficacy of SketchProbe. The findings indicate that SketchProbe’s attack method-
ology induces a higher error rate compared to scenarios with no attack or random
attack, highlighting its effectiveness. The flexibility of SketchProbe is shown through
its successful implementation using various RL techniques, each exhibiting distinct
performance levels. Additionally, the robustness of the attacks is affirmed across
different traffic distributions, confirming SketchProbe’s potential to disrupt network
traffic monitoring in diverse network conditions.

In summary, the contributions of SketchProbe are significant:

(1) We designed an RL-based attack generation framework specifically for sketch-

based applications.
10



(2) We implemented SketchProbe, providing a practical tool for identifying critical

scenarios and generating adversarial traffic patterns.

(3) We evaluated SketchProbe under various conditions, demonstrating its effective-
ness and value in enhancing the robustness of approximate data structures for

network programmers.

11



Chapter 2

Background

2.1 Programmable Switches

Programmable switches [4], 20] empower network engineers to customize traffic han-
dling and optimization, enhancing network flexibility, performance, and security. For
instance, the Intel Tofino showcases modern programmable switches’ capabilities by
offering a high-performance, protocol-independent architecture. Figure is an ex-
ample of a Protocol Independent Switch Architecture (PISA) [I4]. This allows users
to define and implement complex network functions directly in hardware, from basic
routing to advanced traffic management and security monitoring.

However, despite their advanced features, programmable switches face stringent

processing and resource limitations due to their pipeline architecture:

(1) They consist of multiple stages, each performing specific tasks like header pro-

cessing and forwarding decision-making.

(2) Limited onboard memory and registers are available for storing persistent state

information, such as flow table entries and statistics counters.

(3) Each stage has a finite number of register accesses, constraining the complexity

of packet processing tasks.
12
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As network environments evolve, understanding and leveraging programmable
switches’ capabilities become increasingly critical for enhancing network operations’

efficacy and security.

2.2 Approximate Data Structures

Definition. An approximate data structure is a type of algorithmic strategy de-
signed to provide quick and space-efficient ways to handle large datasets where ex-
act solutions are either impossible or impractical due to resource constraints. They
are particularly useful for big data applications and are engineered to deliver high-
performance computations while balancing the trade-off between accuracy, speed, and
memory usage. Approximate data structures trade error of approximation for faster
operation, leading to theoretical and practical speedups for a wide variety of algo-
rithms [22]. Approximate data structures are commonly used for tasks in networking
environments, such as frequency estimation, heavy hitter identification, cardinality
estimation, etc. Using approximate data structures in networking environments has
benefits of scalabilty, real-time processing, and resource efficiency. A sketch is an

example of an approximate data structure widely used in computer networks that

13



summarizes network statistics by hashing the packet into indexes, and updating a
small array of counters based on the indexes. They can be implemented in the data
planes of switches and can operate at line-rate. They can be used to provide data such
as packet frequency, and are often used in anomaly or adversary detection [26] and
heavy hitter detection. Outside of the network world, they are also used in databases
and password security [9]. Other examples of such data structures include Bloom
Filters [3], Count Sketches [5], and HyperLogLog [11].

Security Implications. Approximate data structures utilize hashing algorithms to
efficiently condense a large set of inputs into a more compact representation, balanc-
ing memory and computational resource constraints [22]. Despite their utility, these
structures are not perfect by design; they are vulnerable when there is adversarial
traffic since approximate data structures are optimized for average traffic. The ac-
curacy of measurements of the approximate data structures fluctuates based on the
traffic [7]. The Count-Min Sketch (CMS) [§] is a data structure designed for approxi-
mate frequency counting in streams of data. It consists of a two-dimensional array of
counters, with each row corresponding to a hash function and each column represent-
ing a counter. When an element is hashed using multiple hash functions, its count
is incremented in corresponding counters across all rows. This process ensures that
each element is mapped to multiple counters, allowing for more accurate frequency
estimation. By querying the minimum count across all corresponding counters for
a given element, the CMS provides an approximate frequency count with controlled
error guarantees. Overall, the CMS operates by incrementing counts in multiple
counters based on hash functions and then querying the minimum count to estimate
the frequency of elements in the stream. Figure shows a simple case for querying
packet count from a CMS. We propose to investigate and develop automated attacks
on the CMS, specifically focusing on generating traffic patterns or workloads that

maximize estimation errors by inducing collisions. These insights will assist network

14



(a) Blue Packet with Hash Functions.

| Count of @=Min(1,12) = 1! |

(b) Teal Packet with Hash Functions, and Query the Count of the Blue
Packet.

Figure 2.2: An example of a CMS with 3 columns and 8 rows.

researchers in creating more robust sketches that are less sensitive to such adversarial
manipulations and better suited to handle worst-case scenarios [18].

Rotating Count-Min Sketch. The Rotating Count-Min Sketch (RCMS) intro-
duces a dynamic version of the standard CMS, incorporating multiple sketches whose
roles are systematically rotated at regular intervals. As depicted in Figure[2.3] the ro-
tation process involves designating one sketch for writing incoming data while another
is simultaneously tasked with cleaning. Cleaning involves removing outdated data to

make room for new measurements. Every time a new packet arrives, the RCMS

15



learns the most recent traffic patterns by updating counters in the sketch designated
for writing, while simultaneously cleaning outdated counters in the other sketch. This
cleaning process is crucial due to the limitation on memory accesses in the switch.
Programmable switches can only access one register or memory address per row in the
array of counters. Thus, RCMS can only clean one slot per row at a time. Moreover,
cleaning can only occur when a packet is received because switches cannot trigger
events without packet transmissions. Therefore, RCMS adapts to traffic flow, ensur-
ing that the data structure is modified only when necessary. By transitioning between
sketches based on traffic flow instead of relying on automatic time-triggered cleaning

processes, RCMS facilitates continuous and uninterrupted monitoring.
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Figure 2.3: An example of a RCMS with 2 rotating sketches.

This method ensures that the data structure remains responsive to network traffic
dynamics while evenly distributing the load across multiple sketches. In our paper, we

focus on attacking the RCMS structure due to its method of periodically expunging

16



old data. This introduces a continually evolving challenge in maintaining the integrity
of the captured data. By manipulating the traffic interacting with this system, we aim
to explore and expose potential vulnerabilities in how RCMS manages and transitions

its data.

2.3 Reinforcement Learning

Reinforcement Learning (RL) is a type of machine learning approach where an agent
learns to make decisions by trying different actions and observing the outcomes [19].
In this approach, the agent interacts with an environment by choosing actions from a
set of possible options, and it receives feedback as rewards or penalties based on the
system’s state. The goal of the agent is to maximize the total reward over time by

learning to choose actions that yield higher rewards.

Reward ¢

Take action G )
Agent Environment

Observe state S¢

Figure 2.4: Reinforcement learning workflow.

In essence, RL considers a general setting in which an agent interacts with an
environment. At each time step ¢ , the agent observes some state s, , and chooses an
action a;. After applying the action, the state of the environment transitions to s;11

and the agent receives a reward r; . The goal of learning is to maximize the expected

17



cumulative discounted reward:
[ee]
E[D "]
t=0

is a factor discounting future rewards. This dynamic is depicted in Figure [2.4]

Reinforcement Learning Algorithm. Reinforcement learning algorithms can em-
ploy either a value-based approach or a policy-based approach. There are various
algorithmic implementations for a reinforcement learning agent, which is referred to
as the RL Agent. Value-based RL algorithms estimate the value of state-action pairs,
representing the expected cumulative reward from a given state onwards. Methods
like Q-learning and DQN learn Q-values to guide action selection by maximizing ex-
pected returns [I7]. Policy-based RL algorithms directly learn the agent’s strategy for
action selection given states, optimizing the policy to maximize cumulative rewards.
Examples include REINFORCE and PPO, which parameterize and optimize the pol-
icy directly [I0]. The RL Agent makes decisions within the environment. Here, we

provide a brief overview of four reinforcement learning algorithms.

(1) Tabular Reinforcement Learning (Tabular RL). Tabular RL is a value-
based method where the agent’s knowledge about the environment is stored in a
table [27]. Each entry in this table represents a state-action pair, with the values
indicating the estimated reward for taking a specific action in a given state. This
approach is straightforward and often used in environments with a discrete
and small number of states and actions, allowing the agent to learn optimal
decision-making by updating the table entries based on experiences (rewards
and transitions) gathered through interaction with the environment. As the
agent explores the environment, it refines these values, aiming to maximize

cumulative rewards over time.

(2) Basic Deep Q-Network (DQN). DQN is a value-based method, where the
network is trained using a reinforcement learning algorithm that iteratively up-

18



dates the weights of the network to maximize the expected cumulative future
rewards. This is achieved by minimizing the difference between the predicted
Q-values, representing the expected cumulative reward that an agent can obtain
by taking a particular action in a given state and then following a specific pol-
icy thereafter, and the target QQ-values, which are calculated using the Bellman
equation expressed mathematically as Q(s,a) = E[r + ymax, Q(s',d')|s, al,
where )(s, a) is the value of taking action a in state s, r is the immediate re-
ward, v is the discount factor, s’ is the next state, and a’ is the next action.
The learning process involves collecting experiences (state, action, reward, next
state), storing them in a replay buffer, and using batches of these experiences
to perform updates, thereby improving the policy iteratively. This architecture,
although simple, can effectively learn policies in environments with relatively
low complexity or when only a basic approximation of the Q-function is suffi-

cient [23].

Actor Critic (A2C). Actor-critic algorithms combine both value-based and
policy-based methods, by employing an actor which learns a policy, and a critic
which evaluates the outcomes of the actor’s actions. The actor is responsible for
selecting actions based on the current policy. It maps states to actions, trying
to find the policy that maximizes the cumulative reward. The policy is often
represented as a probability distribution over actions that the actor outputs,
allowing the model to explore the action space effectively. The critic assesses
how good the action taken by the actor was and predicts future rewards. The
critic’s job is to evaluate the current policy by computing the value function,
which estimates how good it is to be in a given state or how good an action
taken in a given state is expected to be. This value function helps guide the
actor toward more rewarding actions [13]. In the Actor-Critic method, both

the actor and the critic are updated simultaneously during training. The critic

19



updates its value function based on the difference between the predicted rewards
and the actual rewards received (the temporal difference error), which helps it
to better evaluate the actions chosen by the actor. The actor updates its policy
based on the feedback from the critic, adjusting towards actions that lead to
higher value states as indicated by the critic. This dual approach allows the
Actor-Critic method to be more stable than policy-based methods alone, as the
critic’s evaluation helps to reduce the variance in updates. At the same time,
it can learn more efficiently than value-based methods by using the gradient of

the policy for updates, facilitating exploration of the action space.

Proximal Policy Optimization (PPO). PPO is a policy gradient reinforce-
ment learning method, and is specifically designed to optimize policies in con-
tinuous control and high-dimensional action spaces. A particular advantage of
PPO is that it uses a clip function to ensure that updates to the policy are
within a specified, limited range, preventing too-large policy updates that can
destabilize the learning process and lead to poor performance [25]. The PPO
algorithm collects trajectories, computes advantages for each state-action pair,
and updates the policy using a clipped surrogate objective. It improves sample
efficiency by estimating state values without explicit exploration and is known

for its computational efficiency compared to other policy gradient methods.

2.4 Motivation

The primary motivation behind the development of SketchProbe arises from the criti-

cal need to enhance the resilience and security of network monitoring systems, partic-

ularly those that utilize approximate data structures like sketches. Given the vast and

complex landscape of potential traffic patterns, manual identification and testing of

the adversarial conditions are not only impractical but also inefficient. This challenge

20



underscores the necessity for an automated, intelligent system capable of understand-
ing and adapting to the dynamics of network traffic with minimal human intervention.
SketchProbe leverages the power of RL to automate the exploration and identifica-
tion of these critical scenarios, thus providing a robust solution that enhances the
performance and security of network monitoring systems. By focusing on this aspect,
SketchProbe aims to equip network programmers with a more resilient toolset, better
prepared to handle the dynamic and unpredictable nature of network environments,
thereby safeguarding the infrastructure against potential vulnerabilities.

To demonstrate that RL is a viable strategy for addressing our network challenge,
we explore a simplified scenario. In this scenario, the RL agent’s action space is
binary: it can either send a burst of 500 packets or send none (0 packets). This
experiment is conducted in an isolated network environment free from background
traffic, which eliminates external disturbances and allows for a focused analysis of
the interactions between the RL agent and the RCMS. The primary goal of the RL
agent in this context is to strategically generate and transmit packets to maximize
hash collisions within the RCMS. The agent is programmed to adopt a specific “send
(1) - not send (0) - send (1) - ...” alternating pattern, particularly effective due
to the RCMS’s cleaning mechanism, which tends to amplify the resultant error rate
when faced with this input pattern. This is because when no packets are sent, the
RCMS cannot perform its cleaning operation, and the sketch counters will not reset,
we’ll observe higher error rates due to the accumulation of stale information. The
reward function employed quantifies the impact of the agent’s actions by calculating
the maximum error observed in the RCMS over several rounds, effectively measuring
the degradation in the sketch’s accuracy. The outcomes of this experiment reveal that
the RL agent consistently converges to the optimal “send (1) - not send (0) - send (1)
- ...”7 pattern, as illustrated in Figure [2.5] This behavior demonstrates the agent’s

capability to adapt and strategically manipulate the RCMS to induce the highest

21



possible error rate, surpassing other potential patterns, such as “send (1) - send (1)
- not send (0) - ...”7, “send (1) - send (1) - send (1) - ...”, etc.. This minimal case
scenario acts as a proof of concept, underscoring the potential of RL to detect and

exploit operational vulnerabilities within sketch-based network monitoring systems.

Pattern

Rounds

Figure 2.5: The graph illustrates the convergence to the “send (1) - not send (0) -
send (1) - ...” pattern for the minimal case scenario. Each point on the graph repre-
sents the observed action in the RCMS over 100 rounds of training. Convergence is
identified by the consistent adoption of the desired pattern by the RL agent, partic-
ularly notable when it starts consistently choosing the 1-0-1 pattern after around 80
rounds.
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Chapter 3

SketchProbe Design

In this section, we outline the design of the SketchProbe system, focusing on the
underlying threat model, the architecture of the RL-based attacker agent, and specific
parameters and settings that influence the attacker’s effectiveness and explore how

the system can be adapted to handle various attack scenarios effectively.

3.1 Threat Model

We focus on exploiting vulnerabilities in sketch-based applications. The RL agent’s
primary objective is to compromise the accuracy of the CMS by generating traffic
patterns that maximize hash collisions and degrade the effectiveness of this security
mechanism. The threat model [28] assumes that the adversarial agent has a gen-
eral understanding of the CMS structure, but lacks detailed knowledge of its internal
configurations, such as specific flow details or hash functions. This limitation necessi-
tates the development of general strategies that can systematically weaken the CMS’s
defenses.

To rigorously test and validate our approach, we define specific experimental con-

ditions and assumptions:

23



(1) Maximum Packet Limit: The attacker can choose to send up to 500 packets
each round, with the distribution being either skewed based on Zipfian distri-

bution [24] or random.

(2) Consistent Network Conditions: Both training and testing of the RL agent occur
under similar conditions, with a constant sketch size and randomly generated

background traffic to simulate a stable network environment.
(3) Scenarios for Evaluation: We analyze two distinct cases:

(a) Basic scenario with no background traffic: Here, the RL agent operates
in an isolated environment, allowing us to assess its effectiveness in di-
rectly attacking the CMS without external traffic interference, as shown in

Figure |3.1]

(b) Realistic scenario with background traffic: This scenario introduces back-
ground traffic, providing a more complex and realistic setting that tests

the agent’s ability to craft subtle and hard-to-detect attacks, as shown in

Figure [3.2]

We fix the sketch size throughout our experiments since changing the sketch size
would necessitate altering the action space accordingly. The primary indicators of
success in our study are the consistent and significant disruption of the CMS func-
tionality and the RL agent’s ability to adapt to various network conditions while
sustaining effective attack strategies. This approach not only highlights the poten-
tial risks posed by intelligent adversaries but also underscores the need for robust
defensive mechanisms in network security frameworks.

Attack Assumptions. Instead of blindly attacking the CMS, we consider a scenario
where the attacker has access to the CMS’s count each time they manipulate network

traffic. This access grants the attacker information about the counts of every distinct

24
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value recorded by the CMS. This assumption is justified by the need to provide
feedback to the agent in our experimental setup, ensuring that the attacker can make
informed decisions based on the current state of the CMS.

Furthermore, the attacker’s capability to send traffic is limited to a predetermined

number of packets. This constraint is designed to limit the action space of the RL
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agent to achieve a more efficient attack. Beyond the specified insights into the CMS
contents, the attacker lacks detailed information regarding other crucial aspects of
the network’s defense system. Specifically, the attacker does not know the size of
the sketch, the patterns of background traffic. This lack of comprehensive knowledge
challenges the attacker to devise strategies that are both effective and stealthy under

these constrained conditions.

3.2 RL Model

Our RL framework, depicted in the system overview diagram Figure [3.3] consists of
an environment where the agent interacts. This environment provides a state from
which the agent can perform actions based on a policy and receives feedback through
a reward function. In the diagram, B; represents the remaining packet budget after
each action, A; signifies the action taken by the agent at each time step ¢, and F;

denotes the error rate observed by the agent at time step ¢.

Reward = Error Rate

A
Attacker Agent

State Neural Network -
Left Budget 100 Environment

|Bt-5| Bt-4|Bl-3| Bt-ZIBM l 2()0 N etWO rk
Past Action Sequence % 360 Switch
F!At-f!:‘t-4|2-3|At-2’At-1 ‘ : I Running
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Figure 3.3: Reinforcement learning system overview.
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Environment. The RL environment emulates a network switch running a teleme-
try application using rotating sketches, and it manages packet transmissions. The
simulation of this environment involves actions such as sending packets, which can
potentially alter network behavior by setting bits in a measurement application and
thereby impacting the measurement of packet transmissions. This simulation effec-
tively manages these dynamics by adjusting the internal state in response to the
actions taken and updating operational parameters like budget, ensuring a realistic
emulation of network operations.

State Representation. In the SketchProbe architecture, the state representation of
the RL agent is designed to adapt according to the presence or absence of background

traffic, providing a nuanced approach to attack strategy optimization.

e State Representation Without Background Traffic: When there is no
background traffic, the state of the RL agent is represented by a 10-dimensional
vector. This vector is equally divided between the past five action sequences and
the past five corresponding error sequences, giving the agent historical context
to inform future decisions. Each state vector element captures crucial aspects

of the agent’s recent interactions with the network:

S:(Al,AQ,...,A5,E1,E2,...,E5) (31)

where A; denotes the number of packets the agent decided to send in each of
the previous five windows, and F; corresponds to the error rates associated with
these actions. This state structure allows the RL agent to track and analyze the
immediate impact of its actions on network performance, facilitating a strategic

response to evolving network conditions.

e State Representation With Background Traffic: In scenarios with back-

ground traffic, the state expands to a 15-dimensional vector to accommodate
27



additional complexities introduced by external traffic flows. This expanded
state includes the same ten dimensions as the no-background scenario, with
an additional five dimensions representing the remaining packet budget. The
packet budget is defined as the number of packets that can still be dispatched
within a total limit of 500 packets, enabling the agent to consider its capacity

to influence the network further within the current operational constraints:

S - (Bl’B27 .. .’B57A17A27 “e . ,A5,E17E27 .. .,E5) (3.2)

where B; tracks the remaining packet budget after each action, reflecting the
dynamic allocation of resources in response to both the agent’s activities and the
background traffic conditions. This extended state space not only enhances the
agent’s ability to make informed decisions based on a comprehensive view of the
network environment but also supports the development of more sophisticated

and realistic attack strategies that leverage fluctuations in network traffic.

These tailored state representations ensure that the RL agent can effectively
adapt its strategies to different network conditions, optimizing its performance
whether operating in isolation or in a complex network environment Specifically,
when there is background traffic, adding the budget sequence allows the agent
to leverage the workload of current background traffic, because the agent will
likely send the max each time without the budget as the action of sending the
maximum number of packets results in the highest error. This also implies
a more realistic attack since it will not always be incentive to send the max

possible number of packets.

Action. The action space for the RL agent in SketchProbe is designed as a discrete
set, comprising 501 distinct actions. These actions range from sending 0 to 500 pack-

ets per decision point. This detailed granularity enables the agent to make precise
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decisions on the volume of traffic to inject at any given moment, but the discretion
of the action space also make this decision fast enough to facilitate a finely tuned
approach. By offering a wide range of packet-sending options, the agent can strate-
gically balance the intensity of its actions—choosing not to send packets, sending
a minimal number to test system responses, or sending large bursts to stress the
network monitors.

Reward. The reward function quantifies the effectiveness of the RL agent’s actions in
disrupting the sketch’s ability to accurately monitor traffic flows. It is mathematically

expressed as:

1 <N e — &
R=— — 3.3
V4o 9
where 1 = 1, ..., N represents the indexes of the flows within the background traffic,

¢; denotes the true count of packets for each flow, and ¢; is the estimated count as
determined by the network’s monitoring system. This formula calculates the average
relative error across all monitored flows. The reward structure encourages strategies
that are effective across the entirety of the network traffic. This approach ensures
that the RL agent’s strategies are robust.

Policy. For our policy implementation, we primarily utilize Deep Q-Learning (DQL)
to accommodate the complex and dynamic nature of network environments with
continuous input types, such as fluctuating background traffic. DQL enhances tradi-
tional Q-learning by integrating it with deep neural networks (DNNs), enabling the
efficient processing of continuous observations and complex, high-dimensional state
spaces. This capability is crucial for developing strategies that can adapt to and ef-
fectively manage the dynamics of background traffic. In addition to our main DQL
approach, we have also implemented tabular Q-learning as a baseline method to pro-
vide a comparative framework. This allows us to assess the enhancements offered by

deep learning approaches over more traditional reinforcement learning techniques.
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Furthermore, to explore a broader range of neural network-based methods and en-
hance our system’s adaptability and performance, we have implemented variations of
deep Q-learning, including Deep Q-Networks (DQN), Advantage Actor-Critic (A2C),
and Proximal Policy Optimization (PPO). These methods collectively cover a wide
spectrum of RL strategies, offering effective solutions to exploit network vulnerabili-

ties across various scenarios and traffic conditions.

3.3 System Optimization

In the context of our RL-based system, optimization strategies focus on refining the
internal mechanics of the model, such as state sequence length and the scheduling
of reward resets. These adjustments are key to maximizing the system’s operational
efficiency and the effectiveness of the RL agent in detecting and exploiting network
vulnerabilities.

Optimization of State Sequence Length. The length of the state sequence signif-
icantly impacts the RL agent’s ability to learn and make decisions. A longer sequence
provides more historical context but at the cost of increased computational overhead
and potential delays in decision-making. Conversely, a shorter sequence may lead to
quicker responses but can result in under-informed decisions due to a lack of suffi-
cient context. Balancing the length of the state sequence is essential for optimizing
the trade-offs between decision quality and system performance.

Reward Reset Intervals. Determining how frequently to reset the reward mecha-
nism is vital for maintaining the agent’s motivation to learn and adapt. Too frequent
resets may prevent the agent from recognizing long-term consequences of its actions,
whereas infrequent resets might cause the agent to persist with outdated strategies
that are no longer effective. Optimizing the reward reset intervals helps in keep-

ing the learning process aligned with the dynamic nature of network environments,
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ensuring that the agent remains responsive to new challenges and opportunities for
optimization.
These optimizations contribute to a robust, agile, and scalable system capable of

meeting the demands of modern network environments.
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Chapter 4

Implementation

In this section, we introduce the implementation of the SketchProbe system, focusing

on the networking simulator and the RL agent implementation.

4.1 Network Simulator

The implementation of the SketchProbe system utilizes the Parasol networking simula-
tor [16] to create a realistic and controlled environment for evaluating the performance
of the attack strategy. Parasol is a framework designed to synthesize data-plane pro-
grams, overcoming the limitations of earlier systems by providing a more flexible and
expressive approach to network simulation and optimization. The key capabilities
of Parasol that make it suitable for simulating and potentially attacking CMS work

include:

(1) Configurable Program Parameters: Parasol enables users to modify various
aspects of a data-plane program’s implementation. For CMS, parameters like
hash functions, the number of hash tables, and the size of each table could be
adjusted. This flexibility allows the simulation to explore how changes in these

parameters impact the performance of CMS.
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(2)

Simulation with Realistic Network Conditions: Parasol uses traffic traces from
specific network environments to optimize the data-plane program. This feature
is crucial for testing CMS under different types of network behaviors, includ-
ing adversarial conditions. By simulating CMS with traffic that might include
deliberate attempts to exploit its vulnerabilities (e.g., flooding one of the hash
buckets to cause frequent collisions), Parasol can assess the resilience of CMS

against such attacks.

Comprehensive Simulation Tools: The sketching language and the Python-
based objective computation in Parasol allow for detailed and nuanced defini-
tions of performance metrics and simulation behaviors. This capability ensures
that the testing and optimization of CMS can include a wide range of possible
network scenarios and attack vectors, making the simulation outcomes highly
relevant and practically useful for enhancing the security and robustness of CMS

implementations in real-world networks.

Parasol allows the generation of diverse background traffic patterns and the sim-

ulation of various network conditions consisting of a sketching language, making it

suitable for testing the adaptability and effectiveness of SketchProbe.

4.2 RL Agent

We implemented the RL agent in SketchProbe using several learning methods. Our

primary framework for these implementations utilizes the OpenAl Gym [2], which

provides a versatile and standardized environment for developing and testing rein-

forcement learning algorithms. This platform facilitates the simulation of various

network scenarios, allowing our agent to interact dynamically with the environment

and adapt its strategies accordingly.

33



Tabular RL. As a comparative baseline, we implement Tabular RL, which is ideal
for scenarios with discrete and not excessively large state or action spaces. We con-
figure the approach to handle a scenario characterized by a discrete action space,
where the agent can choose from 501 possible actions, ranging from sending 0 to 500
packets. In Tabular RL, we maintain a Q-table with each state corresponding to
a distinct network condition and each column representing one of the 501 possible
packet-sending actions. The values in this Q-table represent the expected future re-
wards for taking a given action from a particular state. We set the learning rate, «,
to 0.1. This value is chosen to provide a balance between learning speed and stability,
allowing the agent to update its Q-values effectively without oscillating or diverging.
The discount factor, v, is set at 0.99, this value reflects the importance of future re-
wards, encouraging the agent to consider long-term outcomes while still giving weight
to immediate gains. This is particularly important in a network environment where
actions can have extended consequences.

Deep Q-Network (DQN). The DQN serves as our foundational learning model, uti-
lizing a DNN to approximate the Q-values associated with different actions given cer-
tain states. This method is particularly suited for environments with high-dimensional
state spaces, such as those involving detailed network traffic patterns and sketch
statistics. Our DQN consists of an input layer that captures the state, one hidden
layer that learns to interpret these inputs, and an output layer that predicts Q-values
for each possible action. We employ an epsilon-greedy strategy, where the agent ini-
tially explores the environment by choosing actions randomly but gradually shifts to
exploiting known rewarding actions as it learns. The exploitation-exploration rate,
€, is initially set to 0.9 and decayed over time to 0.05, ensuring a balance between
exploring new strategies and exploiting learned behaviors. To further stabilize the

learning process and reduce correlation between consecutive updates, DQN utilizes a
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replay buffer. This buffer stores previous experiences, which are sampled randomly
to perform learning updates.

Actor-Critic Methods (A2C and PPO). Both A2C and PPO refine the policy
gradient approach by decoupling the policy decision-making (actor) from the value
estimation (critic), enhancing stability and learning efficiency. Actor net outputs a
probability distribution over actions, guiding which actions to take based on the pol-
icy. In the context of the Actor-Critic and PPO methods, the network configurations
and parameters are crucial for the effective learning and decision-making of the RL
agent. We set the discount factor, v, to 0.99, learning rate, a, to 0.001. Target update

is set to every 10 episodes.
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Chapter 5

Evaluation

In this section, we describe the methodology for experimentally training and eval-
uating SketchProbe with the realistic case where there is background traffic. Our
experiments cover a broad set of RL-based attack methods. Our results demonstrate

that:

(1) Our SketchProbe attack creates higher error rate than baseline cases, which

include no attacker case and random attack case.

(2) Our SketchProbe attack can be implemented in different RL-based methods,

and they achieve different levels of performance.

(3) Our SketchProbe attack works with different traffic distributions, and the dis-

tribution affects the vulnerability of the sketch.

5.1 Methodology

Simulation Configuration. The Parasol simulator is configured to replicate a wide
range of network conditions through adjustable parameters that dictate the scale
and behavior of network traffic [16]. This configurability is critical for ensuring that

SketchProbe can be evaluated against both expected and adverse network conditions.
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The simulation environment and traffic generation are defined by specific network
parameters encoded in the system’s configuration files. Our sketch has a fixed size
of 2 rows and 128 columns. We also set various number of packets and number of
flows to control the total number of packets and flows in the simulation allowing
for scalability testing under high-load conditions. Distribution can be set to different
levels of skewness, ranging from very skewed based on Zipfian distribution to randomly
generated packets. The Zipfian distribution is chosen for its ability to model scenarios
where some items (e.g., video content, web pages) are vastly more popular than others,
which is a common occurrence in networks. In addition, rate of sending packets and
whether or not to send background traffic are parameters that determine the pacing
of the traffic and the inclusion of background traffic, respectively, essential for testing
SketchProbe in diverse networks and ensuring it can differentiate between attack and
normal traffic patterns. Background traffic further refines the simulation by specifying
the amount of non-attack traffic that mimics typical user behavior on the network.
Metrics. In the context of evaluating the RL agent in SketchProbe, we mainly
evaluate and compare the error rate caused by collisions generated by the agent for
our methods. The error rate measures the discrepancy between the true counts of
network flows and the counts estimated by the CMS due to the agent’s actions. It is
a direct indicator of the effectiveness of the attack.

Training. We train every RL implementation for 200 rounds, and compare the train-
ing curves of different learning methods. Figure illustrates the testing error rates
of four different reinforcement learning methods across numerous training rounds.
The x-axis enumerates the training rounds, while the y-axis quantifies the error rate
percentage observed during testing. Fach line represents one of the RL methods:
Tabular RL, Basic DQN, A2C, and PPO. As training progresses, the Tabular RL
method shows a gradual improvement, stabilizing at a lower error rate. Basic DQN

and A2C exhibit a more pronounced increase in error rate before reaching their re-
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spective convergence points, marked by circles. PPO, however, demonstrates a swift
escalation in error rate, reaching a plateau that signifies its convergence point, be-
yond which no significant learning improvement is observed. This convergence point
is critical, and PPO achieves the earliest convergence point, indicating achieving best

performance the fastest out of the methods.

—e— Tabular RL
—#— Basic DON
137

Testing Error Rate (%)

10 20 30 40 50 60 70 8 90 100 110 120 130 140 150 160 170 180 190 200
Training Rounds

Figure 5.1: Different learning-based attacks training curves. The graph shows error
rate across training rounds for different RL methods.

Baselines. The baselines employed in the evaluation of SketchProbe are as follows:

(1) No attack scenario: In the no attack baseline, there are no attacking traffic
flow, and the error are caused solely by collision of the background traffic itself,

which should be bounded and low.

(2) Random attack scenario: For the random attack baseline, each iteration involves
randomly selecting packets for attack on the same background traffic flow, and
the process is repeated across ten different background traffic flows.
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These baselines serve as points of comparison to evaluate the performance of
SketchProbe. The evaluation involves training SketchProbe and comparing its perfor-

mance to these baselines based on error rate caused by collisions.

5.2 Results

To evaluate SketchProbe, we first compare SketchProbe with the baseline cases that

does not have an attacker and that has an attacker attacking randomly.
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Figure 5.2: Compare SketchProbe with no attack and random attack baselines. This
graph shows error rate comparison by attack patterns.

Figure presents a comparative analysis of error rates arising from different
attack patterns on a network monitoring system employing sketch-based data struc-

tures. The error rate, represented as a percentage, serves as a metric for the accuracy
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of the sketch in tracking network traffic. Three distinct scenarios are considered: no
attack, random attack, and our targeted RL-based attack method, SketchProbe. In
the absence of any attack, the observed error rate is minimal, averaging at 0.19%,
which can be attributed to collisions within background traffic — caused by different
data streams inadvertently mapping to the same counters in the sketch data structure.
This scenario serves as a baseline representing the system’s inherent noise level with-
out adversarial interference. The random attack scenario, wherein a random number
of packets between 0 and 500 are sent in each window, results in a moderate increase
in the error rate to 3.76%. This increment indicates a higher collision rate due to the
added traffic, which, while random, still introduces additional strain on the system’s
ability to maintain accurate statistics. Our proposed attack method, demonstrated
by SketchProbe, exhibits a significant spike in the error rate, culminating at 11.60%.
This substantial rise indicates the effectiveness of the RL-based strategy in identi-
fying and exploiting vulnerabilities within the sketch-based monitoring system. The
targeted nature of the attack, as opposed to random packet injections, leads to a
more pronounced disruption of the system’s accuracy. Each pattern’s experiment is
repeated across ten different background traffic flow runs.

Next, we evaluate different implementations of RL attack methods as represented
in Figure [5.3. This depicts an error rate comparison across various reinforcement
learning methods in attacking the sketch-based application. The methods compared
include Tabular RL, Basic Deep Q-Network (DQN), Advantage Actor-Critic (A2C),
and Proximal Policy Optimization (PPO). We hypothesize that studying methods
which incorporate more complex state information and learning strategies, such as
PPO, will be more effective at exploiting the CMS’s vulnerabilities compared to
simpler methods like Tabular RL, because sophisticated RL algorithms can better

understand and manipulate the application state to induce maximum error.
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Figure 5.3: Compare different learning-based attack implementations. This graph
shows error rate comparison by learning methods.

Tabular RL results in a lower error rate of 6.63%, indicative of its more basic
nature and potentially limited capability in complex environments. DQN exhibits a
higher error rate of 9.38%; the DQN method leverages a neural network to approx-
imate the Q-function, allowing for a more nuanced attack strategy than the tabular
approach. A2C has an error rate of 10.74%; the A2C method improves upon DQN
by utilizing separate networks for policy (actor) and value (critic) estimation, result-
ing in a more effective learning and attack execution process. At the highest end,
PPO achieves an error rate of 11.60%, signifying the most effective learning strategy
among those tested. PPQO’s sophisticated policy optimization technique, which strikes
a balance between exploration and exploitation, accounts for this high error induction

capability. This figure illustrates the varying effectiveness of different RL methods in
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compromising the accuracy of network monitoring systems It highlights the poten-
tial for sophisticated RL techniques like PPO to significantly disrupt network traffic
monitoring performance. In addition, we also record the overhead for these different

learning-based methods in Table [5.1]

Method Train Time/Ep (sec) Max Packets/Ep Ep to Converge
Tabular RL 3.028 500 120

Basic DQN 5.063 475 100 — 150 (depends on rate)
Actor Critic 5.021 375 100

PPO 5.026 457 80

Table 5.1: Training performance and convergence of RL methods.

Finally, we evaluate different traffic flow distributions. This experiment is designed
to assess the robustness of the SketchProbe under different traffic flow distributions
since traffic distributions are fundamental characteristics of network data that can
affect the probability of hash collisions within CMS. We aim to simulate realistic and
challenging network scenarios from moderate to highly skewed distributions. Fig-
ure presents a comparative analysis of error rates associated with different traffic
distribution types affecting the performance. The graph delineates two categories of
distribution: Random and Skewed, where we use the Zipfian distribution generator
from numpy [15] to generate a set of parameter values 1.3, 1.8, and 2 to describe
skewness, where the parameter value controls the degree of skewness. A higher pa-
rameter value represent a more skewed distribution, the more skewed the distribution
is (i.e. the smaller number of flows the packet trace will have).

The random distribution exhibits a relative high error rate at 10.86%, but with
a more fluctuated results across different runs. The skewed distribution with 1.3 as
parameter has the highest error rate of 11.60%, with a more stable results compared
with the random distribution. In addition, the more skewed the traffic is, the harder
it is to successfully attack the traffic since more skewed distribution means there is

a smaller number of flows with given the same number of packets. This results in
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Figure 5.4: Compare different attack traffic distribution. This graph shows error rate
comparison by distribution types.
fewer hash collisions. When the traffic is extremely skewed with a parameter of 2, it

demonstrates the minimal impact with an error rate of only 0.43%.
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Chapter 6

Related Work

6.1 Sketching Data Structures

In networking, a sketch is a probabilistic data structure that allows for the efficient
processing of large amounts of data in real time. Sketches are used to summarize large
datasets, extract features, and perform approximate computations on data streams
in a scalable and memory-efficient way. There are many existing sketches that serve
different functionalities. CMS [§] works by using a set of hash functions to map
elements to different positions in a fixed-size array, and storing the minimum count
of each element across all the hash functions. Bloom Filter [I] works by hashing
an element to a set of positions in a bit array. Elastic Sketch [29] is adaptive to
current traffic characteristics. However, the process of compressing and merging these
sketches, as detailed in the original paper, involves multiple steps and computational
overheads that may not be efficiently executable on programmable switches. These
switches typically operate under strict performance and resource constraints, and
the computational intensity required by Elastic Sketch could potentially hinder its

practical deployment in such environments. However, the process of compressing and
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merging these sketches involves multiple steps and computational overheads that may
not be efficiently executable on programmable switches.

Rotating Networking Data Structures. The idea of rotating networking data
structures is introduced in ConQuest [6], a novel approach for fine-grained queue
measurement in the data plane. ConQuest utilizes the concept of rotating snapshots
to efficiently analyze a FIFO queue with bounded length served by a constant-rate
link. The key idea is to maintain a constant number of snapshots, each covering a
time window of length 7', where T is chosen based on the total number of snapshots
(h) needed to approximately cover the entire queue. Each snapshot in ConQuest has
a specific role, either reading, writing, or clearning, at any given time, and the roles
of the snapshots rotate in a round-robin fashion synchronized with the progression of
the time windows. Every T seconds, which corresponds to the chosen snapshot time
window length, the writing snapshot becomes a reading snapshot, a reading snapshot
shifts to cleaning, and the cleaning snapshot moves to writing. This cycle ensures
continuous, real-time data processing without downtime. This systematic rotation
and role assignment allow ConQuest to efficiently manage memory and processing
power, adapting dynamically to the flow of traffic without requiring intensive con-
trol plane intervention for snapshot management. The process is highly optimized
for environments like programmable switches where processing speed and memory

efficiency are critical.

6.2 RL in Networking

In recent years, RL has gained significant attention and demonstrated remarkable
potential in enhancing various aspects of network management and optimization. A
prominent example of RL’s efficacy in networking can be observed in the context of

Pensieve [21]. Pensieve is a system that enhances adaptive bitrate (ABR) algorithms

45



for client-side video players by utilizing RL. It dynamically learns to select optimal
bitrates based on real-time observations from video players. This approach allows
it to adapt to varying network conditions and QoE objectives without relying on
predefined models. Pensieve and SketchProbe both utilize reinforcement learning but
are applied in different contexts and for distinct purposes. SketchProbe targets the
robustness of network monitoring tools that use sketches.

Gilad et al. discusses a novel framework designed to assess and enhance the ro-
bustness of network protocols using RL [I2]. The paper addresses the performance
issues in network protocols such as routing, congestion control, and video streaming
using RL. The primary aim is to enhance the robustness of these protocols by identi-
fying conditions under which they fail. This involves generating adversarial network
conditions that challenge the protocols beyond their typical operational boundaries.
It leverages RL to simulate network environments that can potentially cause protocol
failures, thus allowing for an assessment of protocol robustness and guiding neces-
sary adjustments to improve their resilience. While both this paper and SketchProbe
leverage RL to test systems under adverse conditions, this paper is focused on proto-
cols affecting direct network operations, whereas SketchProbe is concerned with the

backend tools that monitor and analyze network traffic.
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Chapter 7

Concluding Remarks

7.1 Conclusion

In this work, we presented SketchProbe, a system that utilizes Reinforcement Learn-
ing (RL) to identify adversarial traffic patterns affecting sketch-based applications.
Unlike traditional approaches that rely on manual testing and predefined heuristics,
SketchProbe dynamically adapts to the evolving landscape of network threats through
continuous learning from network behavior. By automating the identification process,
SketchProbe not only reduces the time and effort required to detect potential vulner-
abilities but also enhances the depth and breadth of security testing. Our evaluations
demonstrate that SketchProbe significantly improves the ability to pinpoint critical
scenarios that could severely impact the functionality and reliability of sketch-based
applications. This capability is particularly crucial in maintaining the integrity of
network monitoring in environments prone to sophisticated and irregular traffic pat-

terns.
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7.2 Future Work

The exploration of reinforcement learning in SketchProbe has opened new avenues

for enhancing and adapting network security mechanisms. While our current focus

has been predominantly on managing workload or volume of traffic using approximate

data structures like Count-Min Sketch, future work can extend and diversify the range

of adaptive strategies and the scope of our analysis in two significant ways:

(1)

Generalization to Various Sketch Designs: Sketch sizes in network monitoring
tools are often dictated by the available memory and the expected volume of
traffic. Larger sketches can handle higher traffic volumes without significant
loss of accuracy, while smaller sketches may be used in resource-constrained
environments. To generalize SketchProbe across various sketch sizes, adaptive
learning algorithms that can adjust their parameters based on the sketch size
could be developed. For example, modifying the learning rate or the size of
the neural network layers based on the sketch dimensions may help maintain

performance regardless of sketch size.

Generalization to Other Approximate Data Structures: The current method-
ologies developed in SketchProbe are tailored to the specifics of CMS-based
systems. However, the principles and techniques could be generalized to other
approximate data structures used in network environments, such as Bloom fil-
ters, HyperLogLog, or Quotient filters. Each of these structures offers unique
benefits and challenges in handling network traffic data, particularly in the

context of estimating set membership or frequency of elements.

Diversification of Attack Strategies: Currently, the RL-based strategies in
SketchProbe are designed to manipulate traffic volume to test the robustness of
network systems. Looking ahead, there is potential to diversify attack vectors

to include manipulations of packet header fields, which can affect how traffic
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is classified and managed by network protocols. This approach could reveal
vulnerabilities related to protocol-specific behaviors or to the misclassification
of traffic, which are critical in maintaining network security and efficiency.
Another promising direction is to vary the timing and behavioral patterns
of the attacks more complexly. By incorporating strategies that adapt not
just the volume but also the timing of traffic bursts, attacks can become
more sophisticated and harder to detect. This includes tactics like mimicking
legitimate user behaviors or strategically timing attacks to coincide with peak
network usage periods, thereby challenging existing security measures more

effectively.

These future directions not only broaden the scope of SketchProbe but also con-
tribute to a deeper understanding of network dynamics and security. This proactive
and expansive approach will be crucial in developing more robust and adaptive net-

work security technologies.
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