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Abstract

Existing neural networks for computer vision tasks are vulnerable to adversarial at-

tacks: adding imperceptible perturbations to the input images can fool these models

into making a false prediction on an image that was correctly predicted without the

perturbation. Various defense methods have proposed image-to-image mapping meth-

ods, either including these perturbations in the training process or removing them in

a preprocessing step. In doing so, existing methods often ignore that the natural RGB

images in today’s datasets are not captured but, in fact, recovered from RAW color

filter array captures that are subject to various degradations in the capture. In this

work, we exploit this RAW data distribution as an empirical prior for adversarial de-

fense. Specifically, we propose a model-agnostic adversarial defensive method, which

maps the input RGB images to Bayer RAW space and back to output RGB using a

learned camera image signal processing (ISP) pipeline to eliminate potential adversar-

ial patterns. The proposed method acts as an off-the-shelf preprocessing module and,

unlike model-specific adversarial training methods, does not require adversarial im-

ages to train. As a result, the method generalizes to unseen tasks without additional

retraining. Experiments on large-scale datasets, e.g., ImageNet, COCO, for differ-

ent vision tasks, e.g., classification, semantic segmentation, object detection, validate

that the method significantly outperforms existing methods across task domains.
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Chapter 1

Introduction

The most successful methods for a wide range of computer vision tasks rely on

deep neural networks [10, 29, 30, 35, 94] (DNNs), including classification, detection,

segmentation, scene understanding, scene reconstruction, and generative tasks. Al-

though we rely on the predictions of DNNs for safety-critical applications in robotics,

self-driving vehicles, medical diagnostics, and video security, existing networks have

been shown to be vulnerable to adversarial attacks[78]: small perturbations to im-

ages that are imperceptible to human vision system can deceive DNNs to make

incorrect predictions[53, 65, 77, 58, 82]. As such, defending against adversarial

attacks[4, 52, 53, 62, 89] can help resolve failure cases in safety-critical applications

and provide insights into the generalization capabilities of training procedures and

network architectures.

Existing defense methods fall into two approaches: they either introduce adversar-

ial examples to the training dataset, resulting in new model weights, or transform the

inputs, aiming to remove the adversarial pattern, before feeding them into the unmod-

ified target models. Specifically, the first line of defense methods generates adversarial

examples by iteratively training a target model while finding and adding remaining

adversarial images as training samples in each iteration[92, 85, 85, 84, 23]. Although

the set of successful adversarial examples shrinks over time, iteratively generating

1



Figure 1.1: Proposed Ap-
proach: Existing defense ap-
proaches learn an RGB-to-RGB
projection from an adversarial dis-
tribution (Y ′) to its natural RGB
distribution (Y ): T : Y ′ → Y .
In contrast, our approach learns a
mapping via the intermediate nat-
ural RAW distribution (X), which
is achieved by utilizing three spe-
cially designed operators: F :
Y ′ → X, G : X → Y , and
S : X → Y .

them is extremely costly in training time, and different adversarial images must be

included for defending against different attack algorithms. Moreover, the adversarial

examples cannot be captured in a single training set as they are model-specific and

domain-specific, meaning they must be re-generated when used for different models

or on other domains.

Defense methods that transform the input image aim to overcome the limitations

of adversarial training approaches. Considering adversarial perturbations as noise,

these methods “denoise” the inputs before feeding them into unmodified target mod-

els. The preprocessing module can either employ image-to-image models such as

auto-encoders or generative adversarial methods[38, 71, 51] or rely on conventional

image-processing operations[26, 15, 18, 46]. Compared to adversarial training meth-

ods, these methods are model-agnostic and require no adversarial images for training.

All methods in this approach have in common that they rely on RGB im-

age data as input and output. That is, they aim to recover the distribution of

natural RGB images and project the adversarial image input to the closest match in

this distribution, using a direct image-to-image mapping network. As such, existing

methods often ignore the fact that images in natural image datasets are the result of

several processing steps applied to the raw captured images. In particular, training

datasets are produced by interpolating sub-sampled, color filtered (e.g., using Bayer
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filter) raw data, followed by a rich low-level processing pipeline, including readout

and photon noise denoising. As a result, the raw per-pixel photon counts are heavily

subsampled, degraded, and processed in an RGB image. We rely on the RAW data

distribution, before becoming RGB images, as a prior in the proposed ad-

versarial defense method, which is empirically described in large datasets of RAW

camera captures. Specifically, instead of directly learning a mapping between adver-

sarially perturbed input RGBs and “clean” output RGBs, we learn a mapping via the

intermediate RAW color filter array domain. In this mapping, we rely on learned ISP

pipelines as low-level camera image processing blocks to map from RAW to RGB.

The resulting method is entirely model-agnostic, requires no adversarial examples to

train, and acts as an off-the-shelf preprocessing module that can be transferred to

any task on any domain. We validate our method on large-scale datasets (ImageNet,

COCO) for different vision tasks (classification, semantic segmentation, object de-

tection) and also perform extensive ablation studies to assess the robustness of the

proposed method to various attack methods, model architecture choices, and hyper-

parameters choices. Code and data to reproduce the findings in this work are available

at https://github.com/princeton-computational-imaging/allyouneedisraw.

Specifically, we make the following contributions:

• We propose the first adversarial defense method that exploits the natural dis-

tribution of RAW domain images.

• The proposed method avoids the generation of adversarial training images and

can be used as an off-the-shelf preprocessing module for diverse tasks.

• We analyze how the natural RAW image distribution helps defend against adver-

sarial attacks, and we validate that the method achieves state-of-the-art defense

accuracy for input transformation defenses, outperforming existing approaches.
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Chapter 2

Related Works

2.1 Camera Image Signal Processing (ISP) Pipeline

A camera image signal processing (ISP) pipeline converts RAW measurements from

a digital camera sensor to high-quality images suitable for human viewing or down-

stream analytic tasks. To this end, a typical ISP pipeline encompasses a sequence of

modules [39], each addressing a portion of this image reconstruction problem. In a

hardware ISP, these modules are proprietary compute units, and their behaviors are

unknown to the user. More importantly, the modules are not differentiable [80, 57].

Two lines of work rely on deep-learning-based approaches to cope with the significant

drawback.

The first flavor of methods directly replaces the hardware ISP with a deep-

learning-based model to target different application scenarios, such as low-light en-

hancement [9, 8], super-resolution [90, 91, 95], smartphone camera enhancement [72,

14, 34], and ISP replacement [45]. Nevertheless, the deep-learning-based models used

by these works contain a massive number of parameters and are computationally

expensive. Hence, their application is limited to offline tasks. In contrast, another

thread of works focused on searching for the best hardware ISP hyperparameters
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for different downstream tasks by using deep-learning-based approaches. Specifi-

cally, Tseng et al. [80] proposed differentiable proxy functions to model arbitrary

ISP pipelines and used them to find the best hardware ISP hyperparameters for dif-

ferent downstream tasks. Yu et al. [93] proposed ReconfigISP, which uses different

proxy functions for each module of a hardware ISP instead of the entire ISP pipeline.

Mosleh et al. [57] proposed a hardware-in-the-loop method to optimize hyperparam-

eters of a hardware ISP directly.

2.2 Adversarial Attack Methods

Adversarial attacks have drawn significant attention from the deep-learning commu-

nity. Based on the level of access to target networks, adversarial attacks can be

broadly categorized into white-box attacks and black-box attacks.

Among white-box attacks, one important direction is gradient-based attacks[24,

42, 53]. These approaches generate adversarial samples based on the gradient of the

loss function with respect to input images. Another flavor of attacks is based on solv-

ing optimization problems to generate adversarial samples [77, 6]. In the black-box

setting, only benign images and their class labels are given, meaning attackers can

only query the target model. With the free query, Black-box attacks rely on adver-

sarial transferability to train substitute models [31, 63, 75, 61] or directly estimate

the target model gradients [12, 13, 83] to generate adversarial examples. To avoid

the transferability and the overhead of gathering data to train a substitute model,

several works proposed local-search-based black-box attacks to generate adversarial

samples directly in the input domain [59, 44, 5].

In the physical world, adversarial samples are captured by cameras providing

image inputs to target networks. A variety of strategies have been developed to guard

the effectiveness of adversarial patterns in the wild [2, 21, 36, 17]. These methods

5



typically assume that the camera acquisition and subsequent hardware processing do

not alter the adversarial patterns. Phan et al. [64] have recently realized attacks on

individual camera types by exploiting slight differences in their hardware ISPs and

optical systems.

2.3 Defense Methods

In response to adversarial attack methods, there have been significant efforts in con-

structing defenses to counter those attacks. These include adversarial training [53],

input transformation [19, 3], defensive distillation [62], dynamic models [86], loss mod-

ifications [60], model ensemble [73] and robust architecture [27]. We next analyze the

two representative categories of defense methods.

Adversarial Training (AT): The idea of AT is the following: in each training

loop, we augment training data with adversarial examples generated by different at-

tacks. AT is known to “overfit” to the attacks “seen” during training and has been

demonstrated to be vastly effective in defending those attacks. However, AT does

not generalize well to “unseen” attacks [76]. Furthermore, iteratively generating ad-

versarial images is time-consuming, causing 3-30 times longer than standard training

before the model converges [74]. Multiple methods have been proposed to reduce the

training time, making AT on large datasets (e.g., ImageNet) possible [85, 84, 23, 96].

Even so, for each specific model, the approach still requires an extra adversarial train-

ing process and suffers from cross-domain attacks. Besides the target model, it is also

worth noting that adversarial examples can be used to train the input preprocessing

models. [46].

Input Transformation (IT): IT, as an image pre-processing approach, aims to

remove adversarial patterns to counter attacks. A considerable number of IT methods

have been proposed, such as JPEG compression [19, 50, 15], randomization [87],

6



image quilting [26], pixel deflection [66], and deep-learning-based approaches [38, 51,

71]. These IT methods can seamlessly work with different downstream models and

tasks. More importantly, IT methods can be easily combined with other model-

specific defense methods to offer a stronger defense.

Our work falls into the IT category. Unlike existing IT methods to focus on the

preprocessing in the RGB distribution, the proposed approach leverages the interme-

diate natural RAW distribution to remove adversarial patterns.
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Chapter 3

Sensor Image Formation

In this section, we review how a RAW image is formed. When light from the scene

enters a camera aperture, it first passes through compound camera optics which focus

the light on an image sensor (e.g., CCD and CMOS), where the photons are color-

filtered and converted to electrons. Finally, the electrons are converted to digital

values, comprising a RAW image. We refer the reader to Karaimer and Brown [40]

for a detailed review.

Compound Camera Optics: A compound lens consisting of a sequence of optics

is designed to correct optical aberrations. When scene radiance, ISCENE (in the form

of a light field) enters a compound lens, the radiance is modulated by the complex

optical pipeline and generates the image IO. Compound optics can be modeled by

spatially-varying point spread functions (PSFs) [79].

Color Image Sensor Model: A conventional color image sensor has three layers.

On the top is a micro-lens array (MLA) layer; the bottom is a matrix of small potential

wells; a color filter array (CFA) layer sits in the middle. When IO falls on a color

image sensor, photons first pass through the MLA to improve light collection. Next,

light passes through the CFA layer, resulting in a mosaic pattern of the three stimulus

RGB colors. Finally, the bottom layer collects the color-filtered light and outputs a

single channel RAW image, IW .
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Figure 3.1: Overview of the RAW imaging pipeline model: The scene light
field is captured by compound camera optics, and then it is gathered by a microlens
array layer before being captured on the color filter array. The color-filtered photons
are converted into electrons based on quantum efficiency before adding dark current
and noise. Next, the converted electrons are clipped based on the maximum well
capacity, es, and scaled by a sensor gain factor κ. Finally, an ADC converts the
analog signal into a digital readout with quantization noise nq, IW.

The detailed process is illustrated in Figure 3.1. In particular, at the bottom layer,

a potential well counts photons arriving at its location (x, y) and converts the accu-

mulated photons to electrons, and the conversion process is specified by the detector

quantum efficiency. During this process, electrons can fluctuate randomly which we

summarize as electron noise. Two common types of electron noise are the dark noise

nd, which is independent of light; and dark current nI , which depends on the sensor

temperature. These follow normal and Poisson distributions, respectively [79]. Next,

the converted electrons are clipped based on the maximum well capacity, es, and

scaled by a sensor gain factor κ. Finally, the modulated electrons are converted to

digital values by an analog-to-digital converter (ADC), which quantizes the input and

introduces a small amount of noise, nq.

9



Mathematically, a pixel of a RAW image, IW , at position (x, y) can be defined as

IW (x, y) = b+ nq + κmin(es, nd + nI +
∑
λ

e(x, y, λ)), (3.1)

where b is the black level, level of brightness with no light; e(x, y, λ) is the number of

electrons arrived at a well at position (x, y) for wavelength λ.

This image formation model reveals that besides the natural scene being captured,

RAW images heavily depend on the specific stochastic nature of the optics, color filter-

ing, sensing, and readout components. The proposed method exploits these statistics.
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Chapter 4

Proposed Defense Method

In this section, we describe the proposed defense method, which exploits the dis-

tribution of RAW measurements as a prior to project adversarially perturbed RGB

images to benign ones. Given an adversarial input, existing defense approaches learn

an RGB-to-RGB projection from the adversarially perturbed distribution of RGB

images, Y ′, to the closest point in the corresponding RGB natural distribution, Y .

We use the operator T : Y ′ → Y for this projection operation. As this RGB distribu-

tion Y empirically samples from the ISP outputs of diverse existing cameras, it also

ingests diverse reconstruction artifacts, making it impossible to exploit photon-flux-

specific cues, e.g., photon shot noise, optical aberrations, or camera-specific readout

characteristics – image processing pipelines are designed to remove such RAW cues.

Departing from existing methods, as illustrated in Figure 1.1, we learn a mapping

from Y ′ to Y via an intermediate RAW distribution, X, which incorporates these

RAW statistics of natural images, such as sensor photon counts, multispectral color

filter array distributions and optical aberrations. To this end, the approach leverages

three specially designed operators: F : Y ′ → X, G : X → Y , and S : X → Y .

Specifically, the F operator is a learned model, which maps an adversarial sample

from its adversarial distribution to its corresponding RAW sample in the natural

image distribution of RAW images. Operator G is another learned network that

11



Figure 4.1: Overview of the proposed
defense approach: see text. We note
that the resolution of the RAW image
(RGGB) is twice larger than that of the
RGB image. We linearly scaled the RAW
image in this figure for better visualization.

Figure 4.2: G operator: The architec-
ture of the G operator is adopted and
modified from PyNet [33]. The finer op-
erator level exploits upsampled coarser-
level features to reconstruct the RGB
output. The model is trained sequen-
tially in a coarse-to-fine manner.

performs an ISP reconstruction task, i.e., it converts a RAW image to an RGB image.

In theory, our goal can be achieved with these two operators by concatenating both

G(F (·)) : Y ′ → X → Y . However, as these two operators are differentiable models,

the potential adversary may still be able to attack the model if, under stronger attack

assumptions, he has full access to the weight of preprocessing modules. To address

this issue, we rely on an additional operator S, a conventional ISP, to our approach,

which is implemented as a sequence of cascaded software-based sub-modules. In

contrast to the operator F , the operator S is non-differentiable. The operators F

and G are trained separately without end-to-end fine-tuning. Notably, the proposed

defense scheme is entirely model-agnostic as it does not require any knowledge of

potential adversarial attacks.

For defending against an attack, as shown in Figure 4.1, the proposed approach

12



first uses the F operator to map an input adversarial image, I ′, to its intermediate

RAW measurements, IW . Then, IW is processed separately by the G and S operators

to convert it to two images in the natural RGB distribution, denoted as IG and IS,

respectively. Finally, our method outputs a benign image, I, in the natural RGB

distribution, by combining IG and IS in a weighted-sum manner. Mathematically,

the defense process is defined as

I = ωG(F (I ′)) + (1− ω)S(F (I ′)), (4.1)

where ω is a hyper-parameter for weighting the contributions from the two operators

G and S. In the following sections, we introduce each operator in detail.

4.1 F Operator: Image-to-RAW Mapping

We use a small learned encoder-decoder network as the F operator to map an RGB

image to its intermediate RAW measurements. The details of network architecture

are given in the Supplementary Material.

We train this module in a supervised manner with two L2 losses. Both L2 losses

are calculated between the ground truth (GT) RAW and estimated RAW images.

The only difference between the two losses is the input RGB image corresponding

to the estimated RAW. One is using the original input RGB image, while the other

is generated by adding Gaussian noise to the original input RGB image. In doing

so, F is trained with the ability to convert both benign and slightly perturbed RGB

images to their corresponding RAW distributions. We note that the added Gaussian

distribution is different from the correlated noise generated by various adversarial

attacks. Mathematically, given a benign RGB image, I, and its corresponding GT

RAW measurements, GTW , the loss function is defined as
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LF = ||F (I), GTW ||2 + ||F (I + αε), GTW ||2, (4.2)

ε ∼ N (µ, σ), (4.3)

where ε is a Gaussian noise with mean, µ, and standard deviation, σ; α is a random

number in the range between 0 and 1, weighting the amount of noise added. We

empirically set µ and σ to 0 and 1, respectively.

4.2 G Operator: Learned ISP

The G operator is represented by a neural network that converts the Iw generated

by the F operator to an RGB image. During this process, we aim to guide local

adjustment by global contextual information. This motivates us to devise a pyramidal

convolutional neural network to fuse global and local features. To this end, we propose

a variant of PyNet [33] consisting of five levels; see Figure 4.2. Here, the 1st level is

the finest, and the 5th level is the coarsest. The finer levels use upsampled features

from the coarser levels by concatenating them. We modify PyNet by adding an

interpolation layer before the input of each level, interpolating the downsampled

RAW Bayer pattern. This facilitates learning as the network only needs to learn the

residuals between interpolated RGB and ground truth RGB.

The loss function for this model consists of three components: perceptual, struc-

tural similarity, and L2 loss. Given an input RAW image, IW , and the corresponding

GT RGB image GTI , the loss function can be defined as

Li
G =βiLPerc(G(IW ), GTI) + γiLSSIM((G(IW ), GTI))

+ L2(G(IW ), GTI) for i ∈ [1, 5], (4.4)

where i represents the training level. As the model is trained in a coarse-to-fine

manner, different losses are used for each level i. LPerc, LSSIM , and L2 represent
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the perceptual loss calculated with VGG architecture, structural similarity loss, and

L2 loss, respectively; βi and γi are the two hyperparameter weights, which are set

empirically. The model is trained sequentially in a coarse-to-fine manner, i.e., from

i = 5 to i = 1.

4.3 S Operator: Conventional ISP

The S operator has the same functionality as theG operator, converting a RAW image

to an RGB image. Unlike the G operator, the S operator offers the functionalities

of a conventional hardware ISP pipeline using a sequence of cascaded sub-modules,

which is non-differentiable.

While we may use the ISP pipeline of any digital camera we can extract raw

and post-ISP data from, we employ a software-based ISP pipeline consisting of the

following components: Bayer demosaicing, color balancing, white balancing, contrast

improvement, and colorspace conversion sub-modules. Using the Zurich-Raw-to-RGB

dataset [34], we manually tune the hyperparameters of all sub-modules. We refer the

reader to the Supplementary Material for a detailed description.

4.4 Operator Training

We use the Zurich-Raw-to-RGB dataset [34] to train the F and G operators. The

Zurich-Raw-to-RGB dataset consists of 20,000 RAW-RGB image pairs, captured us-

ing a Huawei P20 smartphone with a 12.3 MP Sony Exmor IMX380 sensor and a

Canon 5D Mark IV DSLR. Both of the F and G operators are trained in PyTorch

with Adam optimizer on NVIDIA A100 GPUs. We set the learning rate to 1e−4 and

5e−5 for training the F and G operators, respectively. We use the following hyperpa-

rameters settings: ω = 0.7 in Eq. 4.1; µ = 0 and σ = 1 for the Gaussian component

in Eq. 4.3; In Eq. 4.4, βi is set to 1 for i ∈ [1, 3] and 0 for i ∈ [4, 5]; γi is set to 1 for

15



i = 1 and 0 for i ∈ [2, 5].
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Chapter 5

Experiment Results

FSGM PGD BIM DeepFool C&W NewtonFool BPDA
2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ L∞ ↑ L2 ↑ L∞ ↑ L2 ↑ L∞ ↑ L∞ ↑

ResNet-101

JPEG-Defense[19] 33.14 20.71 45.19 21.74 36.78 8.5 53.16 45.69 59.06 52.01 24.65 0.08
TVM[26] 43.75 40.02 45.46 44.35 44.86 41.93 47.69 39.89 45.51 40.44 22.6 6.39
Randomized Resizing & Padding[87] 45.21 34.97 45.38 27.75 40.04 18.04 73.06 62.47 66.53 59.87 27.93 2.66
HGD [47] 54.75 43.85 55.26 50.05 56.74 48.61 64.34 58.13 59.98 52.88 27.70 0.03
Pixel-Deflection[66] 54.56 35.14 60.68 34.86 58.71 41.91 75.97 64.13 66.29 60.91 28.81 1.87
ComDefend[38] 48.21 36.51 53.28 48.38 51.39 42.01 63.68 55.62 58.53 50.38 26.46 0.03
Proposed Method 66.02 58.85 68.34 66.17 66.91 63.01 72.04 63.52 71.40 67.33 40.96 38.85

InceptionV3

JPEG-Defense[19] 31.97 20.25 43.34 21.15 34.68 8.55 51.20 43.49 55.00 50.39 24.06 0.12
TVM[26] 42.47 37.23 42.75 41.61 42.80 39.71 45.21 37.39 43.27 37.51 23.05 4.58
Randomized Resizing & Padding[87] 41.86 34.49 43.41 25.60 39.42 16.62 70.24 58.65 63.24 55.62 27.55 2.09
HGD [47] 52.83 40.99 50.35 47.62 56.02 47.78 60.33 56.61 59.55 52.0 26.84 0.03
Pixel-Deflection[66] 51.42 34.27 56.13 32.49 56.18 39.13 71.16 61.58 61.94 57.58 28.01 1.56
ComDefend[38] 47.00 35.34 49.99 46.15 48.74 39.58 60.01 52.47 55.85 47.70 25.44 0.03
Proposed Method 63.03 56.34 65.69 63.03 64.77 59.49 69.25 60.04 66.97 64.69 38.01 36.43

Table 5.1: Quantitative Comparisons on ImageNet: We evaluate Top-1 Accu-
racy on ImageNet and compare the proposed method to existing input-transformation
methods. The best Top-1 accuracies are marked in bold. Our defense method offers
the best performance in all settings, except for the DeepFool attack.

The proposed method acts as an off-the-shelf input preprocessing module, requir-

ing no additional training to be transferred to different tasks. To validate the effec-

tiveness and generalization capabilities of the proposed defense approach, we evaluate

the method on three different vision tasks, i.e., classification, semantic segmentation,

and 2D object detection, with corresponding adversarial attacks.
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Clean Image Adversarial Image Perturbation JPEG-Defense TVM Resizing-Padding Pixel-Deflection ComDefend Operator G Operator S Proposed Method

Figure 5.1: Qualitative Comparison: Qualitative outputs of the proposed method
along with both G and S operators and state-of-the-art defense methods on the
ImageNet dataset; see text.

FSGM PGD BIM DAG
L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑

JPEG-Defense[19] 37.41 32.27 24.53 6.21 25.74 10.18 14.12 5.66
TVM[26] 42.64 41.53 45.55 42.24 44.51 38.44 31.88 25.56
HGD [47] 43.39 40.82 44.54 40.88 40.03 39.95 28.61 22.36
Pixel-Deflection[66] 44.13 41.88 46.38 42.32 44.78 37.22 30.73 24.61
ComDefend[38] 45.57 39.23 44.85 41.14 42.71 36.12 28.94 23.36
Proposed Method 52.35 48.04 53.41 49.59 54.86 50.51 40.35 37.88

Table 5.2: Quantitative Comparison to SOTA Input-Transformation De-
fense Methods on the COCO dataset: We evaluate all methods for mean IoU
(mIoU) and mark the best mIoU in bold. Our defense method achieves the best
performance in all settings.

5.1 Experimental Setup

Adversarial Attack Methods: We evaluate our method by defending against the

following attacks: FGSM [25], BIM [43], PGD [54] , C&W [7], NewtonFool [37], and

DeepFool [56]. For classification, we use the widely used Foolbox benchmarking suite

[67] to implement these attack methods. Since Foolbox does not directly support

semantic segmentation and object detection attacks, we use the lightweight TorchAt-

FSGM PGD BIM DAG
L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑

JPEG-Defense[19] 22.18 17.61 23.40 8.37 20.39 6.55 7.09 4.35
TVM [26] 26.72 24.79 23.91 21.07 20.60 18.53 16.12 14.28
HGD [47] 31.15 26.23 29.44 25.78 24.42 23.08 20.17 19.75
Pixel-Deflection [66] 29.40 25.36 30.28 26.59 28.94 21.30 18.82 17.55
ComDefend [38] 30.62 25.89 28.74 27.69 27.08 21.39 20.83 19.42
Proposed Method 37.83 35.15 39.22 36.20 38.63 35.18 25.09 22.47

Table 5.3: Quantitative Comparison to SOTA Input-Transformation De-
fense Methods on the ADE20K dataset. We evaluate all methods for mean
IoU (mIoU) and mark the best mIoU in bold. Our defense method achieves the best
performance in all settings.
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FSGM PGD BIM DAG
L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑ L∞ = 2/255 ↑ L∞ = 4/255 ↑

JPEG-Defense[19] 39.02 35.88 37.96 33.51 38.85 34.69 30.72 25.07
TVM[26] 48.11 39.66 47.1 44.38 48.94 41.76 39.20 33.18
HGD [47] 50.68 40.06 51.24 45.92 46.80 39.74 41.15 37.23
Pixel-Deflection[66] 53.77 44.82 54.45 47.22 55.32 48.32 46.52 39.87
ComDefend[38] 50.18 42.93 50.46 43.08 52.32 44.2 44.68 37.22
Proposed Method 61.68 59.37 64.71 60.23 66.52 61.82 57.83 54.12

Table 5.4: Quantitative Comparison to SOTA Input-Transformation De-
fenses on the Pascal VOC dataset. We evaluate all compared methods on mean
average precision (mAP) on the Pascal VOC dataset. The best mAPs are marked in
bold. Our defense method achieves the best performance in all settings.

tacks library [41] for generating adversarial examples with FGSM, PGD, and BIM

attacks. We also evaluate against the DAG [88] attack, a dedicated attack approach

for semantic segmentation and object detection tasks. Moreover, we further evaluate

against BPDA [1], an attack method specifically designed for circumventing input

transformation defenses that rely on obfuscated gradients. Defending against BPDA

with our method, however, requires a slight modification at inference time; see Sup-

plementary Material for details. We note that all applied attacks are untargeted.

Definitions of all attack methods are provided in the Supplementary Material.

Baseline Defense Approaches: We compare to the following input transformation

defense methods: JPEG compression [19], randomized resizing & padding[87], image

quilting [26], TVM [26], HGD [47], pixel deflection [66], and Comdefend [38]. We

evaluate all baseline methods on the three vision tasks, except that the randomized

resizing & padding is omitted in semantic segmentation and object detection tasks

as it destroys the semantic structure. We directly adopt the open-source PyTorch

implementation for all baseline methods. We use the same training dataset as the

one used to train our method for those methods that required training. It is worth

noting that all baseline methods do not require adversarial examples for training.

Evaluation Dataset and Metrics: For classification, we use the ImageNet val-

idation set and evaluate the Top-1 classification accuracy of all competing defense

approaches. For semantic segmentation and object detection, we evaluate on the
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MS COCO [49], ADE20K [97] and Pascal VOC [20] datasets. The effectiveness of

all methods for segmentation and detection is measured by mean Intersection over

Union (mIoU) and mean Average Precision (mAP), respectively.

5.2 Main Results & Analysis

Classification: We apply a given attack method with ResNet101 and InceptionV3 to

generate adversarial samples. For FGSM, BIM, and PGD, we set two different max-

imum perturbation levels in L∞ distance, namely 2/255 and 4/255. The maximum

number of iterations is set to 100 for both BIM and PGD. For C&W, NewtonFool,

and DeepFool attacks, we generate both L∞ distance based attacks and L2 distance-

based attacks; we choose 100 update steps for C&W and NewtonFool, and 50 for

DeepFool; DeepFool requires the number of candidate classes which is set to 10 in

our experiments.

The Top-1 classification accuracies of all methods are reported in Table 5.1. Our

approach outperforms the baseline methods with a large margin under all experimen-

tal settings except those with DeepFool attacks. Notably, under DeepFool attacks,

the differences between the best performer pixel-deflection and ours are marginal.

Moreover, for PGD and BIM attacks, our defense method offers the lowest relative

performance degradation when the more vigorous attack is performed (i.e., maximum

perturbation increases from 2/255 to 4/255). Figure 5.1 qualitatively underlines the

motivation of combining the G and S operators. The G operator learns to miti-

gate the adversarial pattern, i.e., it recovers a latent image in the presence of severe

measurement uncertainty. In contrast, the S operator can faithfully reconstruct high-

frequency details. Note that our method is able to generalize well to images from the

ImageNet dataset, which typically depicts single objects, although it is trained on the

Zurich-Raw-to-RGB dataset, consisting of street scenes.
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Semantic Segmentation: In this task, we conduct experiments with two different

types of attacks: commonly used adversarial attacks and attacks specially designed

for attacking semantic segmentation models. For the former, FGSM, BIM, and PGD

are used, and we employ DAG [88], a dedicated semantic segmentation attack, for

the latter. All attacks are based on pre-trained DeepLabV3 models [11]. Two dif-

ferent maximum perturbation levels in L∞ are used (i.e., 2/255 and 4/255). The

corresponding experimental results are reported in Table 5.2 and 5.3. The proposed

approach significantly outperforms all baseline methods in all experimental settings.

Note that no additional training is required to apply the proposed approach, validat-

ing the generalization capabilities of the method.

2D Object Detection: The experimental settings are the same as the ones used for

semantic segmentation experiments, except that we use a pre-trained Faster R-CNN

[68]. We report the mAP on the Pascal VOC dataset under different experimental

settings in Table 5.4. The proposed defense method offers the best defense perfor-

mance in all experimental settings, indicating that our approach generalizes well to

unseen tasks.

5.3 RAW Distribution Analysis

In this section, we provide additional analysis on the function of the RAW distri-

bution as an intermediate mapping space. Fundamentally, we share the motivation

from existing work that successfully exploits RAW data for imaging and vision tasks,

including end-to-end image processing and camera design [16, 81]. RGB images

are generated by processing RAW sensor measurements with an image processing

pipeline. This process removes statistical information embedded in the sensor mea-

surements by aberrations in the optics, readout noise, color filtering, exposure, and

scene illumination. While existing work directly uses RAW inputs to preserve this

information, we exploit it in the form of an empirical intermediate image distribution.
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Specifically, we devise a mapping via RAW space, thereby using RAW data to train

network mapping modules, which we validate further below. As a result, we allow the

method to remove adversarial patterns not only by relying on RGB image priors but

also RAW image priors. We validate the role of RAW data in our method in Table 5.5,

discussed in the following, resulting in a large Top-1 accuracy drop (i.e., more than

12%), when swapping the real RAW distribution to a synthesized one. This is further

corroborated in Table 5.6, which we also discuss following, where the defense breaks

down from 71% to 53%, when gradually moving from RAW to RGB as intermediate

image space. These experiments validate that the “rawer” the intermediate image

space is, the better the defense performs.

Effect of Intermediate Mapping Space: We use the RAW image distribution as

the intermediate mapping space in our method. We next map to other intermediate

stages in the processing pipeline, such as demosaicing stage, color balance stage,

and white balance stage. Specifically, we assess how using different stage values as

intermediate mapping space affects the defense performance (i.e., we ablate on the

intermediate mapping space used). As reported in Table 5.6, we observe that the

defense performance gradually decreases as we map via a less RAW intermediate

space.

Real RAW Versus Synthetic RAW: We further ablate on the dataset used to

train our model. Specifically, we trained F and G operators on the Zurich-Raw-to-

RGB dataset, HDR-RAW-RGB [28] and MIT-RAW-RGB [22] respectively, and assess

how the defense performance changes. Similar to the Zurich-Raw-to-RGB dataset,

the RAW images in the HDR-RAW-RGB dataset are captured by a real camera;

however, the ones offered by MIT-RAW-RGB are purely synthesized by reformatting

downsampled RGB images into Bayer patterns with handcrafted Gaussian noise. We

note that, as such, the MIT-RAW-RGB dataset does not include the RAW distribu-

tion cues. Experimental results are reported in Table 5.5. As observed, both RAW
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FSGM PGD C&W NewtonFool DeepFool
Zurich-Raw-to-RGB[34] 58.85 66.17 71.40 40.96 72.04
HDR-RAW-RGB[28] 55.57 64.12 71.65 42.36 70.77
MIT-RAW-RGB[22] 40.52 47.29 55.13 28.52 58.49

Table 5.5: Quantitative Ablation
Study on RAW Training Datasets.
We train F and G operators on three
different RAW-RGB datasets and report
the Top-1 defense accuracy on the Ima-
geNet dataset. The RAW images in the
Zurich-Raw-to-RGB and HDR-RAW-RGB
are captured by real cameras, while the
ones in MIT-RAW-RGB are synthesized.
We see a sharp performance drop when
swapping the real RAW training data to
synthetic data due to the lack of natural
RAW distribution cues.

FSGM PGD C&W NewtonFool DeepFool
Raw Capture 57.33 65.02 70.86 40.65 70.23
Demosaic Stage 52.93 59.83 63.29 36.76 64.81
Color Balance Stage 48.38 55.41 57.92 33.92 59.37
White Blance Stage 47.35 54.02 56.23 33.01 57.08
contrast Improvement Stage 45.2 52.18 54.18 31.84 55.64
Agamma adjustment Stage 44.4 50.91 53.08 30.57 54.19

Table 5.6: Effect of Different Inter-
mediate Mapping Spaces. We report
the Top-1 adversarial defense accuracy
on the ImageNet dataset when mapping
to different intermediate mapping spaces
that are the steps of the image process-
ing pipeline. The performance drops as
the intermediate image space moves from
RAW to the RGB output space. This
validates the importance of exploiting
the RAW space in the proposed defense.

distributions of Zurich-Raw-to-RGB and HDR-RAW-RGB allow us to learn effective

adversarial defenses, while a sharp performance degradation occurs when shifting

from real RAW distribution to the synthesized one due to the lack of natural RAW

distribution cues.

5.4 Robustness to Hyperparameter and Operator

Deviations

Hyper-parameter ω: We introduce a hyperparameter ω for weighting the contri-

butions of the two operators G and S. Here, we evaluate how varying values of ω

affect the overall defense accuracy. As reported in Tab. 5.7, we find that, while each

attack has a different optimal value of ω, the range 0.6-0.8 provides a good trade-off,

and we use 0.7 in our experiments.

Deviations of Operators F and G: The operators F and G are trained separately

and used jointly at inference time. We evaluate how deviations in each operator affect

the overall performance in two experiments. First, we mix the operators F and G
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Hyper-parameter ω = 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Against FSGM Attack 64.25 64.41 64.83 65.27 65.58 65.87 65.93 66.02 65.75 65.53 65.39
Against C&W Attack 69.16 69.44 69.93 70.26 70.81 70.96 71.35 71.40 72.70 71.28 71.07
Against DeepFool Attack 69.55 69.84 71.19 71.51 71.88 72.35 72.63 72.04 71.75 71.69 71.04

Table 5.7: Effect of hyperparameter ω. We evaluate the impact of the method
hyperparameter ω on the effectiveness of the proposed defense method.

F -300 F -320 F -340 F -360 F -380 F -400
G-300 66.02 66.08 65.93 66.05 66.03 66.05
G-330 66.11 66.04 65.97 66.01 65.99 66.04
G-360 65.98 66.04 66.02 65.89 66.08 69.01
G-390 65.98 65.95 66.00 66.04 65.99 65.94

Table 5.8: Robustness to Deviations of
F and G. We evaluate the defense accu-
racy when mixing operator from different
training epochs.

Gausian Noise σ 0 (no noise) 0.01 0.05 0.1 0.3 0.5
Against FSGM Attack 66.02 66.01 65.98 65.90 65.73 65.64
Against PGD Attack 68.34 68.30 68.22 68.10 68.03 67.83

Table 5.9: Robustness to Deviations
of F . We perturb the output of operator
F with Gaussian noise of different stan-
dard deviations and report the defense
accuracy.

from different training checkpoints and evaluate the effect on the defense accuracy.

Tab. 5.8 reports that the checkpoint combinations do not result in a failure but

only slight deviations of the defense performance. Second, we add varying levels of

Gaussian noise G(0, σ) to the output of operator F and evaluate how such deviation

affects the following steps and the overall defense accuracy. Tab. 5.9 reports that the

perturbations are not amplified in the following steps, and the defense accuracy only

fluctuates slightly. The experiments show that the ISP operators G and S themselves

are robust to slight deviation in each component.

5.5 Super White-box Attack

When evaluating the performance of the defense algorithm in a white-box setting,

most defense papers assume the adversary has full access to the target model (i.g.

ResNet classification model), yet not to the preprocessing module used to transform

the input. This section considers the case where the preprocessing model is exposed

and allows the adversary to calculate the gradient for the differentiable part of the
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Super-FSGM Super-PGD Super-BIM Super-DeepFool Super-C&W Super-NewtonFool
2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ L∞ ↑ L2 ↑ L∞ ↑ L2 ↑ L∞ ↑

ComDefend[38] 7.43 5.12 1.33 0.80 1.54 0.82 1.83 1.70 2.47 1.02 0.45
Proposed method w/ G only 11.97 7.82 3.68 1.83 4.02 2.35 3.27 2.11 4.93 1.36 0.83
Proposed Method 62.88 55.25 65.05 63.97 64.49 60.56 68.62 59.93 68.74 65.13 38.41

Table 5.10: Against the super-white attack: We evaluate the defense performance
against a super-white attack setting, where we assume the preprocessing model is
exposed and the adversary can calculate the gradient for the differentiable part of
the preprocessing model to construct stronger adversarial attacks. In such a setting,
the differentiable preprocessing module (i.e., ComDefend and G only) fail while our
method does not collapse, demonstrating the benefit of exploiting the conventional
ISP operator S in our method.

preprocessing model to construct strong adversarial attacks. We refer to these attacks

as super-white attacks.

We conduct a super-white attack experiment to provide insights into the benefits

of the proposed non-differentiable S operator. A white-box setting means the attack

methods have full access to a target model, including network architecture, learned

weights, and even training data, yet not to the preprocessing module used to transform

input. In contrast, in the super-white box attack setting, both preprocessing modules

and target models are exposed, allowing the adversary to calculate the gradient for

adversarial attacks. In Table 5.10, we demonstrate the defense performances of three

competing approaches on the ImageNet in Top-1 accuracy under the super-white box

attack setting. We see that the defense methods with differentiable preprocessing

modules (i.e., ComDefend and the proposed method with G only) cannot function

effectively under the super-white box attack setting. The attack only impacts the

proposed method marginally, validating the benefit of the non-differentiable S oper-

ator.
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Chapter 6

Conclusion and future works

We exploit RAW image data as an empirical latent space in the proposed adversarial

defense method. Departing from existing defense methods that aim to directly map

an adversarially perturbed image to the closest benign image, we exploit large-scale

natural image datasets as an empirical prior for sensor captures – before they end up

in existing datasets after their transformation through conventional image processing

pipelines. This empirical prior allows us to rely on low-level image processing pipelines

to design the mappings between the benign and perturbed image distributions. We

extensively validate the effectiveness of the method on existing classification and

segmentation datasets. The method is entirely model-agnostic, requires no adversarial

examples to train, and acts as an off-the-shelf preprocessing module that can be

transferred to diverse vision tasks. We also provide insight into the working principles

of the approach, confirming the role of the RAW image space in the proposed method.

In the future, we plan to explore RAW natural image statistics as an unsupervised

prior for image reconstruction and generative neural rendering tasks.
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Appendix A

Additional Experiment Results

A.1 Additional Qualitative Results

In this section, we provide additional qualitative results from the proposed methods

and state-of-the-art defense baselines. For input-transformation-based adversarial

defense methods, a balance between transformation fidelity and adversarial pattern

removal is essential. A higher transformation fidelity indicates more details of the

original image are kept, including adversarial patterns. In contrast, radical pattern

removal could result in a severe loss of detail. This balance is achieved by a simple

weighted sum between the G and S operators in our method. The S operator is

designed for faithfully reconstructing high-frequency details, while the G operator

is trained to mitigate adversarial patterns. As shown in Figure A.1, our approach

offers better transformation fidelity than Comdefend, TVM, Pixel Deflection, and

Resizing & Padding methods. Even though the JPEG-Defense method keeps more

high-frequency details than the ones offered by our approach, it suffers from removing

adversarial patterns, resulting in the worst performance among all compared methods.
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Clean Image Adversarial Image Perturbation JPEG-Defense[19] TVM[26] Resizing & Padding[87] Pixel-Deflection[66] ComDefend[38] Operator G Operator S Proposed Method

Figure A.1: Additional Qualitative Comparison: Qualitative comparison of the
proposed method along with both G and S operators against state-of-the-art defense
methods on the ImageNet dataset, see text.
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A.2 Against BPDA Attack

In this section, we discuss the modifications of the method to defend against BPDA

attack. BPDA and derivative methods rely on building a differentiable proxy for a

non-differentiable input transformation method (i.e., obfuscated gradients) to approx-

imate gradients. In order to tackle such an attack, we modified our transformation

algorithm from a determined algorithm to a randomized algorithm so that the adver-

sary cannot build an accurate proxy.

The modifications are shown listed in Algorithm 2; see original Algorithm 1.

Specifically, at the inference time, instead of transforming the input image and di-

rectly feeding it to the downstream model, we apply our method N times sequentially,

where the output of each transformation is the input for the next one. We add small

random noise perturbations to the RGB image and Raw Image during each trans-

formation. Here, two randomization effects are introduced: the number of times of

applying transformation, N , is also random. By introducing sufficient randomization,

it is hard to build an accurate proxy to get the precise gradient, and then we can

defend against the BPDA attack. Note that the new algorithm only requires mod-

ification at the inference stage, whereas the training stage remains the same, hence

there is no need to retrain the model.

Algorithm 1 Original Inference Algorithm

Require: Input Image I, Operator S, F,G, Hyper-

parameter ω

1: Raw ← F (I)

2: I ← ω ∗G(Raw) + (1− ω) ∗ S(Raw)

Algorithm 2 Modified Inference Algorithm

Require: Input Image I, Operator S, F,G, Hyper-

parameter ω

1: N ← random(0, 20)

2: i← 0

3: while i ̸= N do

4: nI ← Gaussian(µ = 0, σ = 0.05)

5: nRaw ← Gaussian(µ = 0, σ = 0.05)

6: Raw ← F (I + nI)

7: Raw ← Raw + nRaw

8: I ← ω ∗G(Raw) + (1− ω) ∗ S(Raw)

9: i← i+ 1

10: end while
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Defense Method JPEG-Defense TVM Randomized Resizing & Padding Pixel-Deflection
0.08 6.39 2.66 1.87

ComDefend HGD Proposed Method (Unmodified) Proposed Method (modified)
0.03 0.03 14.28 38.85

Table A.1: Quantitative comparison with baseline input-transformation defense methods under BPDA
attack: The proposed modification improves the defending accuracy from 14.28 to 38.85, and the resulting method
significantly outperforms the baselines.

FSGM PGD BIM DeepFool C&W NewtonFool BPDA
2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ 2/255 ↑ 4/255 ↑ L∞ ↑ L2 ↑ L∞ ↑ L2 ↑ L∞ ↑ L∞ ↑

ResNet-101

JPEG-Defense[19] 33.14 20.71 45.19 21.74 36.78 8.5 53.16 45.69 59.06 52.01 24.65 0.08
TVM[26] 43.75 40.02 45.46 44.35 44.86 41.93 47.69 39.89 45.51 40.44 22.6 6.39
Randomized Resizing & Padding[87] 45.21 34.97 45.38 27.75 40.04 18.04 73.06 62.47 66.53 59.87 27.93 2.66
HGD [47] 54.75 43.85 55.26 50.05 56.74 48.61 64.34 58.13 59.98 52.88 27.70 0.03
Pixel-Deflection[66] 54.56 35.14 60.68 34.86 58.71 41.91 75.97 64.13 66.29 60.91 28.81 1.87
ComDefend[38] 48.21 36.51 53.28 48.38 51.39 42.01 63.68 55.62 58.53 50.38 26.46 0.03
Proposed Method w/o modification 66.02 58.85 68.34 66.17 66.91 63.01 72.04 63.52 71.40 67.33 40.96 14.28
Proposed Method w/ modification 61.87 54.42 63.79 59.03 61.29 57.35 68.80 56.42 68.13 61.65 35.88 38.85

InceptionV3

JPEG-Defense[19] 31.97 20.25 43.34 21.15 34.68 8.55 51.20 43.49 55.00 50.39 24.06 0.12
TVM[26] 42.47 37.23 42.75 41.61 42.80 39.71 45.21 37.39 43.27 37.51 23.05 4.58
Randomized Resizing & Padding[87] 41.86 34.49 43.41 25.60 39.42 16.62 70.24 58.65 63.24 55.62 27.55 2.09
HGD [47] 52.83 40.99 50.35 47.62 56.02 47.78 60.33 56.61 59.55 52.0 26.84 0.03
Pixel-Deflection[66] 51.42 34.27 56.13 32.49 56.18 39.13 71.16 61.58 61.94 57.58 28.01 1.56
ComDefend[38] 47.00 35.34 49.99 46.15 48.74 39.58 60.01 52.47 55.85 47.70 25.44 0.03
Proposed Method w/o modification 63.03 56.34 65.69 63.03 64.77 59.49 69.25 60.04 66.97 64.69 38.01 12.11
Proposed Method w/ modification 59.89 53.02 61.15 59.44 58.07 57.92 66.48 55.84 61.25 60.30 35.63 36.43

Table A.2: Quantitative Comparisons for the proposed method w/ and w/o modification for BPDA.
The modification significantly increases the robustness of the proposed method under BPDA attack, at the cost of
slightly decreasing the defense performance under other attacks. The relative ranking of the proposed defense method
versus baseline defense methods remains the same, with the proposed defense method outperforming baselines with
a large margin both before and after modification.

The performance of the defense against BPDA is shown in Table A.1. Specifically,

the proposed modification improves the defending accuracy from 14.28 to 38.85. Also,

compared to the baseline input transformation methods, the proposed method is the

only method that shows robustness to the BPDA attack. We also compared the per-

formance of the proposed method with and without modification for all other attacks

in the same Table A.2, and found that the defense performances under other attacks

decrease slightly after introducing the modification. In other words, the modification

significantly increases the robustness of the proposed method under the BPDA at-

tack, at the cost of slightly decreasing the defense performance under other attacks.

Note that the relative ranking of the proposed defense method versus baseline de-

fense methods remains the same, with the proposed defense method outperforming

baselines with a large margin both before and after the modification.
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Appendix B

Attack and Defense Algorithms

B.1 Attack Algorithm Details

In this section, we provide formal definitions for the attack algorithms which are used

for the validation of the proposed defense method.

1. FSGM: The FSGM [25] is an attack method that, for each pixel, determines in

which direction the pixel intensity should be moved according to the gradient

of the loss function. Mathematically, the adversarial perturbation δ is defined

by FGSM as:

δ = ϵ · sign(∇xL(x, y)),

where ϵ is the maximum perturbation allowed for an attack, which is com-

monly sufficiently small for undetectable; x and y are a benign image and the

corresponding ground truth label, respectively.

2. BIM: The BIM [43] attack is an enhanced version of FGSM. Instead of taking

one single step of size ϵ, it iteratively searches for an optimal perturbation with
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multiple smaller steps α. Then, the obtained perturbation is clipped by the

predefined ϵ. Formally, BIM is defined as

xi = clipϵ,x(xi−1 + α · sign(∇xL(x, y))),

where x0 = x. The number of iterations used is a hyperparameter, and more

iterations typically lead to a stronger attack.

3. PGD: Similar to the BIM attack, the PGD [54] attack interatively optimizes the

adversarial examples generated. With the initial x0 = x, the method iteratively

find xi by:

xi = Πx+S(x
i−1 + α · sign(∇xL(fθ(x

i−1), y))), (B.1)

where Πx+S denotes projecting perturbations into the set S. We refer the reader

to [54] for additional details. The scalar α is the step size used in each iteration

and ϵ denotes the maximum perturbation allowed.

4. DeepFool: Similar to BIM and PGD, the DeepFool [56] attack generates ad-

versarial perturbations iteratively, intending to obtain the perturbation with

minimal distortion. Specifically, it finds the closest decision boundary by mul-

tiple linearizations of the classifier and then generates the perturbations based

on the decision boundary.

5. C&W: The C&W [7] attack is an optimization-based attack method, which

generates the adversarial perturbations by solving the following problem
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min ||δ||p + c · f(x+ δ)

s.t. x+ δ ∈ [0, 1]n (B.2)

where f is the objective function that is designed to mislead the example x to

be misclassified; || · ||p denotes lp norm; and c is a constant, estimated by binary

search.

6. NewtonFool: NewtonFool [37] attack is essentially a variant of DeepFool at-

tack. In contrast to DeepFool generating perturbations based on linearization

approximation, the NewtonFool is based on nonlinear constraints, allowing for

a significantly faster generation of adversarial patterns. Hence, with the same

time budget, more iterations can be performed, resulting in stronger attacks.

7. DAG: The DAG [88] attack is designed to attack semantic segmentation and

object detection models. Essentially, it is similar to optimization-based clas-

sification attacks, generating adversarial perturbation by solving the following

problem:

∀n, argmax
c

{fc(X+ r, tn)} ≠ ln, (B.3)

where X is an image which contains N recognition targets T = {t1, t2, . . . , tN};

L = {l1, l2, . . . , ln} is the ground-truth class labels of T , i.e., ln is the ground-

truth label of tn; f(X, tn) ∈ RC denotes the classification score vector on the

n-th recognition target; r denotes an adversarial perturbation to be estimated.

The form of T is defined based on a specific task. For the image classification

task, T only contains one element, i.e., the entire image. T becomes all pixels for

semantic segmentation tasks, while it becomes all proposals for object detection

tasks.
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Intuitively, the goal of the Eq. B.3 is to make the predictions of all targets

incorrect by estimating an adversarial perturbation r. In doing so, adversarial

labels L′ = {l′1, l′2, . . . , l′n} ∀i, li ̸= l′i are required, which are generated by

randomly sampling from other incorrect classes. Under this setting, the loss

function covering all targets can be written as

L(X, T ,L,L′) =
N∑

n=1

[
fln(X, tn)− fl′n(X, tn)

]
. (B.4)

Minimizing L can be achieved by making every target an incorrect prediction,

i.e., suppressing the confidence of the original correct class fln(X+ r, tn), while

increasing the confidence of desired (adversarial) incorrect class fl′n(X+ r, tn)).

B.2 Defense Algorithm Details

In this section, we provide additional detail on the baseline adversarial defense meth-

ods used in our experiment. These baseline methods are state-of-the-art input-

transformation defense methods with released code.

1. JPEG-Defense[19]: The JPEG-Defense method is a defense method based

on input transformation. The intuition behind the method is that the compres-

sion process may remove high-frequency adversarial perturbations. A hyper-

parameter of this method is the compression ratio, which affects the adversarial

defense accuracy. A high compression ratio results in high image quality but

also leads to less removal of adversarial perturbations. In our experiment, we

set the compression ratio to 75%, which is consistent with the setting proposed

in [19].

2. ComDefend[38]: Similar to JPEG-Defense, ComDefend also aims to remove

unnecessary details of the input image through compression. But unlike JPEG
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compression, ComDefend learns an auto-encoder to compress and reconstruct

the image. Specifically, an encoder maps the input image to a compressed latent

space, which is then fed into the decoder for reconstruction.

3. TVM[26]: The method works by randomly selecting a small set of pixels and

reconstructing the ”simplest” image that is consistent with the selected pixels.

The reconstructed image is intended to be ”simple” so that it does not contain

adversarial perturbations. The “simple” is defined in terms of the total varia-

tion. A hyperparameter of this method is the number of pixels to be selected.

Selecting a large portion of pixels keeps more image details but also keeps more

adversarial perturbations. In our experiment, we tune the hyperparameter to

achieve the best performance.

4. Randomized Resizing & Padding [87]: The method aims to mitigate the

effect of adversarial perturbations through randomization. Given an input im-

age, two randomization operations are performed. In particular, the method

first randomly resizes the input image. Then, it randomly pads zeros around

the input images.

5. Pixel-Deflection[66]: The method works by forcing the image to match nat-

ural image statistics. In doing so, the algorithm locally corrupts the image by

redistributing pixel values by pixel deflection. Then, a subsequent wavelet-based

denoising operation softens this corruption.
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Appendix C

Implementation Details

In this section, we provide additional implementation details for the S and F opera-

tors.

C.1 Implementation Details for the S operator

The S operator offers the functionality of a conventional (hardware) ISP pipeline using

a sequence of cascaded sub-modules. In particular, the proposed S operator consists

of the following components: Bayer Demosaicking, color balancing, white balancing,

contrast enhancement, Gamma adjustment, and colorspace conversion sub-modules.

We provide the implementation details of each sub-module below:

1. Bayer Demosaicking: As discussed in the main manuscript, a color filter ar-

ray (CFA) sits on a matrix of small potential wells. When light passes through

the CFA layer, a mosaic pattern of the three stimulus RGB colors is generated,

called the RAW image. A Bayer pattern mosaic is the most commonly used

one, alternating R-G-G-B 2× 2 superpixels. To reconstruct trichromatic inten-

sity values from a RAW image, a demosaicking algorithm is required. In our

implementation, we use the DDFaPD demosaicking algorithm [55] offered by
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the Python color-demosaicing library.

2. Color Balance The purpose of color balancing is to recover the color char-

acteristics of the original scene. We achieve the color balancing by using the

SimpleColorBalance [48] algorithm, which is adopted from the OpenCV library.

3. White Balance : We further adjust the color temperatures of RGB images

with a white balance method to make the color look more natural. We use a

white balancing method provided by the OpenCV library, mainly based on the

White Patch algorithm and Gray World algorithm [70].

4. Contrast Enhancement Contrast plays a critical role in separating the dark

and bright areas of an image. An improvement in contrast increases this sep-

aration, making objects more distinguishable. In our pipeline, the Contrast

Limited Adaptive Histogram Equalization(CLAHE) algorithm [69] is leveraged

for contrast enhancement.

5. Gamma Adjustment: In this step, we use a non-linear Gamma correction

function to adjust the image luminance (i.e., brightness level). In our pipeline,

we use the OpenCV’s gamma correction algorithm [32].

6. Colorspace Conversion: Pixel values are converted to a specific colorspace

(e.g., to sRGB) before compression (e.g., to jpg), storage, or further processing.

C.2 Implementation Details for the F operator

The F operator is a small learned encoder-decoder network to map an RGB image to

its intermediate RAW measurements. The details of network architecture are shown

below in Table C.1
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Table C.1: Architecture description of the F Operator.

Layer Type In-Channel Out-Channel Kernel

1st Conv+Relu 3 32 3×3

2nd Conv+Relu 32 64 3×3

3rd Conv+Relu 64 128 3×3

4th UpConv+Relu 128 64 3×3

5th UpConv+Relu 64 32 3×3

6th UpConv+Sigmoid 32 1 3×3
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Appendix D

Released Codes & Instruction

In this section, we provide instructions on how to reproduce and utilize our works. The

released code is available at https://github.com/princeton-computational-imaging/

allyouneedisraw

D.1 Experiments Environment:

We performed our experiments using NVIDIA A100 GPU (40GB memory) Clusters.

The model is implemented with the Pytorch framework, under the computing envi-

ronment of Python 3.8, Pytorch 1.9.0, Torchvision 0.10.0, and CUDA11.1 toolkit. To

install the environment run the following pip command:

pip install torch==1.9.0+cu111 torchvision==0.10.0+cu111

torchaudio==0.9.0 -f https: //

download.pytorch.org/whl/

torch_stable.html
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D.2 Training

1. Training of mapping network from Raw to RGB: We provide two ways for

training the RAW2RGB mapping network, depending on the computational resource

you have access to

• For best performance, clone the Pynet training workflow https://github.com/

aiff22/PyNET-PyTorch and follow the instruction to perform coarse to fine

training. Note that you need to replace the model definition file (model.py)

with our model.py file as we slightly modified the model structure.
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• The coarse to fine training, however, is computationally heavy. We also provide

a fast training flow (see train decoder fast method in model class). Run the

following command to conduct fast training.

python3 main.py --command train_decoder --fast_training True --

visual False --mode train

2. Training of mapping network from RGB to RAW: Run the following

command to train the mapping network from RGB to Raw

python3 main.py --command train_encoder --train_encoder True --mode

train

D.3 Evaluation

Run the following command to perform inference. Note you need to download Ima-

genet and specify the local path of data before running the script. If you have not

trained the model by yourself, please download the pre-trained weight before running

the script.

python3 main.py --command eval

D.4 Pre-trained weight

If you want to use pre-trained weight, download them from https://drive.google.

com/drive/folders/1G9ElfOO_pKLTP_EWK8Unsmg-Pzzvpaoy?usp=sharing and put

it in ckpt/ folder.
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